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ABSTRACT

Securing microservices within enterprise settings is difficult due to each microservice exposing its
own API, the attack surface increasing with the number of services, and the current Zero Trust
Architecture (ZTA) frameworks not incorporating any behavioral analysis when evaluating requests.
In this paper, we introduce an Al-enabled adaptive authentication framework that uses a hybrid
machine learning model based on a random forest classifier and isolation forest anomaly detector
to compute a continuous risk score for each authentication request. Depending on the risk score, a
three-stage policy decision is made either allowing seamless access, performing multi-factor
authentication, or denying access to the requested resource. The policy decision process takes
place via the Policy Decision Point (PDP) and Policy Enforcement Point (PEP) in the service mesh
architecture. On a synthetic dataset of 10,000 authentication events, our solution reaches a
classification accuracy of 94.2%, a 4.8% False Positive Rate (FPR), and an end-to-end decision
latency of 35-50 ms, outperforming a static ZTA baseline by 7 percentage points in terms of
accuracy. Only 21% of all authentication requests require multi-factor authentication, while under a
uniform authentication scheme, 100% of them would need it. All performance numbers reported
were obtained using simulation to evaluate our solution on actual Kubernetes clusters is the next
research direction.

Introduction

involving you, the user, or the client's environment. The key
element here is that it allows you to firewall your security
based on the real-time context of authentication.

Most enterprise software these days is not a big monolithic
application. It has shifted toward a world where many little,
autonomously deployable services, each with its own logical
network boundary and doing some fraction of the workload,
communicate through simple APIs. This new world has many
advantages: faster development cycles, huge loads living in a
scaled-out manner and isolation of system failures. But it also

In this paper, 1 implemented a secure microservices
authentication system, which I called Zero Trust, i.e., an
intelligent firewall. On the "back" of it is running the AI Risk
Engine, which defines an access authentication risk of each

brings with it a host of security issues.

Traditional authentication mechanisms work well in legacy,
monolithic architectures where components reside within a
predefined boundary of control. In a microservice architecture
that uses services that are ephemeral, dynamically elastic, and
have no defined boundaries of control, this sort of identity
check is significantly more complex. During this service-to-
service communication, a user in need of access to a given
resource in a service needs to be verified at each step before
proceeding, even if that user has acquired access via a prior
resource. An attacker can exploit this invocation by getting
access to the token or gaining control of a given service; then
invocations can span many services without being detected. As
a safeguard against this, the ZTA was established. The concept
at its core (never trust and verify), is quite straightforward (yet
not entirely clear in implementation): all requests must be
independently authorized and deemed worthy of access based
on the user and request alone, regardless of where a like
request may originate from or if access has already been
granted [1,2].

This is a good baseline for sure, but nine times out of ten,
practically everything I've seen has been so rigid as it exists
today, you can't use it as the default policy for every situation

login according to behaviors and contexts. A low-risk request
can be authorized using the default authentication criteria. A
medium-risk request needs a second factor of authentication
and a high-risk request is denied. The same engine makes the
decisions, allowing it to reach the same security level across
the whole microservice, executing those decisions through a
PEP/PDP with uniform service mesh deployment of each
microservice.

The principal contributions of this work are:

An Al-powered risk assessment engine for authentication that
continuously evaluates the behavior of access attempts across
microservices.

An adaptive authentication system adjusts the level of
verification required based on a calculated risk score. The
entire research process, including system design, data flow,
model selection, and evaluation methods, is explained in detail
to enable other researchers to replicate the study.

Joint PDP /PEP enforcement of Zero Trust security, preventing
access to unauthorized resources, together with a thorough per-
component and weight-sensitivity analysis of the risk-scoring
mechanism. The remainder of this paper is organized as follows.
Joint PDP/PEP enforcement of Zero Trust security, preventing
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access to unauthorized resources, together with a thorough
per-component and weight-sensitivity analysis of the risk-
scoring mechanism. The remainder of this paper is organized
as follows. The literature review section reviews related work.
The methodology section describes the research methodology.
The proposed architecture and Al risk engine section
introduces the proposed architecture and its Al risk engine.
The implementation details and policy enforcement section
detail the implementation and policy enforcement
mechanisms. The experimental evaluation and results section
present the experimental evaluation and results, including the
ablation analysis. The discussion section discusses the findings
and their limitations. The conclusion and future work section
concludes the paper.

Literature Review

The design of the proposed framework draws on research in
three converging fields: distributed systems security, behavioral
analytics, and machine learning. This section reviews work
across five key areas before situating the proposed system
relative to that body of work.

ZTA: Foundations and evolution

Zero Trust approach was created by Kindervag at Forrester
Research as a perimeter security angle: in this perspective, no
user, device or service should be trusted no matter where it is
in the network, NIST SP800207 architecture has now defined
its own canonical set of parts: the PDP, the PEP, the Policy
Administration Point (PAP) and the Realtime monitoring
component [3,2].

The major operational deficiency identified by Syed et al.'s
taxonomic analysis is that, although ZTA implementations are
effective at eliminating implicit trust, many still rely on static,
rule-based policy engines that do not dynamically adapt to the
evolving characteristics of emerging threats [1]. Rose et al. also
agree, portraying ZTA as a "design paradigm" contrary to "a
system that needs to be built" across identity, device, network,
application rails, and contains no "scalable means" of varying
authentication strength by runtime [2]. This is the static
enforcement ceiling that the authors take on.

Azad et al. see the absence of a 'real-time, intelligence-driven
authentication adaptation' as the greatest limitation of ZTA
deployments; Mushtaq et al. defined a systematic review of five
general limitations; designing a 'dynamic policy engine' and
missing 'behavioral context' are ranked highest [4,5]. None of
these works provide a technical solution; both defined the work
as direction for future work. Our system framework brings
concretization to this future work in a continuously scoring Al
risk engine.

Later research also revealed that this enforces all requests are
issued even within an AWS support Zero Trust environment.
Nagarajan and others proposed the first conceptual "Al supported
Zero Trust security architecture" for consumer IoT contexts, and
provide a formal model of "how machine learning can support
authority decisions without ever making one request’, although
they later studied a risk engine that is exposed all the time with a
single access permission [6]. Similarly, Laghari and others
proposed an Al supported Zero Trust anomaly detection system
for industrial environments that could differentiate anomalous
traffic more reliably, but detection was unconnected from
enforcement a Realtime decision engine detached from, not
integrated into, the enforcement pipeline [7].However, an
empirical implementation revealed that "behaviorally" scaling to

to the level of authentication was not even on the horizon for
the Zero Trust community.

Behavioral analytics and trust scoring

In UEBA, there is behavior added to identity. It sets a baseline
for activity then triggered alarms on anomalies, exposes insider
threat and slow soft signature activity that traditional
signature-based detection would miss until signature engine
screams. It has been proven successful time and again as
situational security awareness source; can it be turned upside
down to feed into decision making engine?

Zhu and Ghorbani review a variety of behavioral trust models,
from Markov chain sequence modeling, to graph theoretic
anomaly detection, to statistical outlier detection techniques [8].
They show that the use of behavioral history results in much
improved access decisions over relying on identity alone. They
quote to (1) identify one drawback of existing UEBA systems,
which is that the approach can only use previous logs to issue
reactive alerts, not for providing the identity verification at
access time:

Hindy et al. provide a comprehensive taxonomy of network
threats and survey intrusion detection datasets, confirming that
behavioral signals including login frequency deviation, session
anomalies, API call bursts, and geolocation drift are key
discriminative features for risk classification, while Bishop
provides the theoretical justification for this behaviorally driven
approach, asserting that there exists a fundamental, theory
independent requirement for behavioral observability to be built
into every "full" (comprehensive) security model pending the
trust assumptions [9,10]. Neither paper explores how to
incorporate this authentication technique into an environment
requiring low latency, service-to-service authentication,
precisely the problem space tackled by the feature engineering
pipeline described in the feature engineering pipeline subsection
of the methodology.

Authentication in microservice architectures

One more difference between microservices and conventional
applications is in the way they are architected. While
conventional applications are accessed through a single point
through which access and permissions are checked,
microservices have to check permissions individually, since
each service will probably change address dozens of times in
the lifetime of a single session; this means that each
component of the application has to always check with his
successor whether he has the permission to go on, leading to
many more authentication requests than the old security
systems could handle.

Aldea and Bocu have systematically compared OAuth 2.0,
JWT and mTLS using a taxonomy of attack vectors for
microservice architectures [11]. They show how these
mechanisms can be attacked by three particular failure modes,
token leakage from improper revocation, inconsistent
enforcement of authorizations at the operations levels and; an
increased attack surface due to the larger number of access
pointsll. Most significantly, they conclude that strong, Zero
Trust security at each individual service is necessary but not
sufficient: in the absence of ongoing risk assessment layered
atop static rules, anomalous activity goes unnoticed. Ranjan et
al. take this argument further for service mesh architectures:
Istio, Linkerd, Kong and NGINX do provide "enforcement
points at the proxy level but are blind to any behavioral
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intelligence needed to ensure an adaptive decision
proportionate to the actual service behaviorl2". Summing up,
they identify the lack of behavioral awareness as the biggest
remaining obstacle, as it leaves anomalous service-to-service
interactions hidden to the enforcement layer, avoiding the
lateral movement vectors the PEP in the proposed system is
meant to prevent. Rescorla has tackled the transport layer and
token level security gaps with TLS1.38 and token binding,9
respectively, but they do not address application layer risk
scoring.

This gap is also observable in the newest service mesh
security literature. Albogmi and Gamble propose a runtime
trust evaluation system that assigns microservices a
continuous score based on a software supply chain
vulnerability analysis incorporated directly into the service
mesh [12]. Their system illustrates to what extent a continual,
score-based trust evaluation is a viable problem at the
infrastructure layer, but is focused toward supply chain and
dependency risks instead of the behavioral and contextual risks
of individual authentication requests an aspect the Al Risk
Engine discussed in the proposed architecture section seeks to
be able to account for.

NIST SP 80063B defines three assurance levels, which
logically relate to the low, medium, and high risk ranks we
implement in this paper and are thus an excellent authoritative
reference to base our suggested risk ranks upon [13].
Unfortunately, the standard is silent on how to determine an
assurance level for any given transaction as a request was
received. The Al Risk Engine presented here aims to fill this
exact void.

Adaptive and Al-driven authentication mechanisms

The principle that authentication strength should scale with
assessed risk has been explored across federated identity,
cloud access control, and network security. The challenge
across all these domains is producing accurate, low-latency
risk estimates without disrupting legitimate access.

Risk-based adaptive authentication for federated identity
settings has been explored, with ML classifiers trained on
normal-behavior baselines shown to reduce false acceptances
and false rejections, enabling more accurate step-up
authentication decisions; however, such approaches depend on
centralized identity authorities poorly suited to distributed
environments and require labeled training examples.

Hindy et al’s comparative evaluation of random forest,
XGBoost, SVM, and MLP against network-level behavioral

Table 1. Comparative summary of related works.

features directly informs the supervised classifier selection in
the model selection rationale subsection of the methodology,
where random forest is adopted on the same accuracy latency
grounds [9]. The key gap in their work is scope: network-level
detection without any policy enforcement layer means
accurate classifications do not translate into access control
actions, and service-to-service granularity is absent.

Srivastava and Shekokar propose a machine-learning-based
risk-adaptive access control system that evaluates requestor
authenticity using behavioral and contextual signals,
demonstrating that ML-generated risk scores can support
automated access decisions [14]. Their design, however, treats
scoring and enforcement as a one-shot exchange: as access
patterns drift over time, classification accuracy degrades
without retraining. The continuous telemetry-to-retraining
loop described in the Monitoring and Feedback Loop subsection
of Implementation Details directly addresses this gap. Bishop
establishes the theoretical justification for the entire approach:
access decisions must be functions of both identity and
assessed risk, not identity alone [13].

The most recent risk-based authentication research continues
to refine these ideas without closing the microservice-specific
gap. Fereidouni et al. propose F-RBA, a federated-learning risk-
based authentication framework that performs continuous,
context-aware risk assessment locally on user devices, achieving
strong anomaly-detection performance while preserving data
privacy [15]. Their framework targets general remote-service
login rather than per-request, service-to-service authentication
within a Zero Trust microservice mesh, and does not incorporate
a supervised-classifier-plus-anomaly-detector composite of the
kind evaluated in the experimental evaluation and results section.
Fang et al. address adaptive authentication in Zero Trust
internet-of-vehicles networks through decentralized edge
collaboration for seamless handover, demonstrating that
continuous, low-latency re-authentication is achievable across
distributed, mutually distrusting nodes [16]. While both works
confirm that Al-driven adaptive authentication is an active and
rapidly developing research area as of 2024, neither integrates
real-time risk scoring with PDP /PEP-style policy enforcement at
the service-mesh level, leaving the third dimension of the
research gap identified below unaddressed.

Comparative analysis and research gap

Tablel consolidates this analysis into a structured comparison.
The table makes visible a consistent pattern: each prior work
addresses one or at most two of the three gap dimensions
identified below, but none addresses all three simultaneously.

Approach Environment Gap Addressed Study

ZTA Survey General Cloud ZTA components Syed et al. [1]
UEBA Analytics Enterprise Behavioral trust Su et al. [7]
OAuth2 /JWT/mTLS Microservices Token vulnerabilities Aldea and Bocu [11]
Risk-based Auth Federated 1dP Step-up MFA Kendyala et al. [17]
ML Anomaly Det. Network-level Anomaly detection Hindy et al. [9]

ML Access Ctrl Cloud (general) Risk scoring Zhang et al. [18]

Vuln.-Driven Trust Eval. Service Mesh
Federated Risk-Based Auth

Al Adaptive Auth

Distributed Devices
ZT Microservices

Runtime trust scoring Albogmi and Gamble [12]
Fereidouni et al. [15]

Proposed

Privacy-preserving scoring
All three combined
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Three gaps converge at the boundary of this literature. First,
ZTA implementations are structurally sound but statically
enforced: none of provides a mechanism for per-request
adaptive authentication strength. Second, behavioral and ML
anomaly detection systems are accurate but architecturally
isolated: and operate as monitoring or trust-evaluation layers,
not as real-time enforcement inputs. Third, adaptive
authentication research has not reached microservice
environments: is constrained to federated identity, to general
cloud, to general remote-service login, to vehicular networks,
and identify the microservice gap without bridging it. Even the
most recent contributions surveyed above, published in 2024
and 2025, address at most two of these three dimensions
individually; no existing work simultaneously provides real-
time Al-driven scoring, adaptive per-request enforcement, and
service-mesh-level PDP /PEP integration [1-3,5,6,8].

The proposed framework closes all three dimensions within
a single cloud-native design, representing an integration
advance rather than an incremental improvement to any
individual prior work.

Methodology

This section describes the research methodology governing the
design, implementation, and evaluation of the proposed
framework. It covers the overall research design, dataset
construction procedure, feature engineering pipeline, machine
learning model selection rationale, evaluation protocol, and
ethical considerations. The methodology is reported in
sufficient detail to enable independent replication.

Research design

The study adopts a Design Science Research (DSR) methodology,
which is appropriate for research that produces an artifact, in this
case, a software framework whose value is assessed through
empirical evaluation of its utility and performance [19]. The
research proceeds through four phases: (i) problem identification
and motivation, establishing the tripartite gap in the literature
(see the comparative analysis and research gap subsection); (ii)
framework design, specifying the architecture, components, and
interaction protocols (see the proposed architecture and Al risk
engine section); (iii) prototype implementation, constructing a
functional instantiation of the framework in a simulated
environment (see the

classification accuracy, decision latency, and security impact
through controlled experiments (see the experimental evaluation
and results section).

The choice of a simulated microservice environment for
evaluation, rather than a production deployment, is motivated by
three considerations: (a) the absence of publicly available, labelled
real-world authentication datasets for zero-trust microservice
systems; (b) the ethical and operational risks of conducting
adversarial testing on live systems; and (c) the need for
controlled, reproducible experimental conditions that permit
systematic ablation analysis. The limitations of simulation-based
evaluation are acknowledged and constitute a primary direction
for future work.

Dataset construction

No publicly available labelled dataset captures real-world
authentication  events from  zero-trust  microservice
environments, which is itself a significant gap in the field. As a
consequence, and subject to the limitations this entails (see the

implementation details and policy
enforcement section); and (iv) empirical evaluation, measuring

Discussion section), a synthetic dataset was constructed
through controlled simulation of realistic access patterns and
adversarial scenarios. All performance figures reported in the
Experimental Evaluation and results section should be
interpreted in the light of this synthetic origin. Dataset
construction followed a three-stage process.

In the first stage, normal behavioral profiles were established
by modeling legitimate user and service access patterns drawn
from published empirical studies of enterprise microservice
traffic [20]. These profiles encode baseline distributions of login
frequency, session duration, API request rates, device
consistency, and geolocation patterns, parameterized to reflect
the heterogeneity of real enterprise workloads.

In the second stage, anomalous events were injected by
simulating four categories of attack scenario: (i) credential
stuffing attacks, characterized by elevated login failure rates
from distributed IP ranges; (ii) token hijacking, modeled as
legitimate-user behavioral profiles combined with geolocation
and device inconsistencies; (iii) lateral movement attempts,
represented as atypical service-to-service request sequences
accessing sensitive endpoints outside normal workflows; and (iv)
API abuse, modeled as request burst patterns exceeding baseline
entropy thresholds.

The final dataset comprises 10,000 labeled authentication
events: 7,200 low-risk (normal), 2,100 medium-risk (suspicious),
and 700 high-risk (malicious), reflecting a class distribution
calibrated to approximate realistic enterprise security incident
rates. An 80 /20 stratified train-test split was applied to preserve
class proportions across partitions. Five-fold stratified cross-
validation was employed during model selection to minimize
overfitting to the test partition.

Feature engineering pipeline

Raw authentication and access logs were transformed into a 16-
dimensional, normalized feature vector through a three-stage
pipeline. In the first stage, logs were segmented into 5-minute
windows. In the second stage, features were computed for each
window across four signal categories.

The five behavioral features comprised the deviation of login
frequency from the user’s 30-day baseline, a z-score for session
duration, the entropy of API request timing within the window,
the entropy of API endpoint access sequencing, and the count of
login failures within the session.

The four contextual features comprised a device-fingerprint
similarity score relative to known devices (Jaccard similarity), the
geolocation distance from the user's typical access location
(Haversine distance), an IP reputation score derived from threat-
intelligence feeds, and a binary flag indicating access from an
unrecognized network.

Microservice interaction features (4 dimensions): service-to-
service request frequency deviation; endpoint sensitivity
classification score (ordinal, 1-5); request routing path anomaly
score; and cross-service privilege escalation indicator.

Security indicator features (3 dimensions): cumulative failed
authentication count over 24 hours; token reuse anomaly flag;
and unusual request routing path depth.

In the third stage, all features were normalized to the (0,1)
range using min-max scaling fitted on the training partition only,
preventing data leakage from test events into the normalization
parameters.
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Model selection rationale

The AI Risk Engine combines two complementary model types:
a supervised classifier trained to recognize known threat
patterns, and an unsupervised anomaly detector capable of
identifying novel, previously unseen attacks. The selection of
each component was guided by empirical comparison across
candidate models.

Table 2. Supervised classifier comparison on validation set.

For the supervised classification component, five candidate
models were evaluated: Random Forest, Gradient Boosting
(XGBoost), Support Vector Machine (SVM), Logistic Regression,
and Multi-Layer Perceptron (MLP). Each model was trained on
an identical feature representation and evaluated using five-
fold stratified cross-validation. Table 2 reports the comparative
results.

Model Acc. (%) F1(%) Latency (ms)
Random Forest 914 90.8 15-22
XGBoost 93.1 92.3 22-30

SVM 87.6 86.9 28-35
Logistic Regression 81.2 80.5 8-12
Multilayer Perceptron (MLP) 92.7 91.8 35-45

RF + Iso. Forest (Ours) 94.2 93.1 35-50

Random Forest was selected as the supervised classifier based
on its strong accuracy-latency trade-off: achieving 914%
accuracy at 15-22 ms inference latency. XGBoost achieved
marginally higher accuracy (93.1%) but at substantially higher
latency (22-30 ms), while MLP achieved 92.7% accuracy but
introduced the highest latency (35-45 ms) without
commensurate accuracy gains over Random Forest. SVM and
Logistic Regression exhibited materially lower accuracy. In the
hybrid composite, random forest is combined with an Isolation
Forest anomaly detector, together yielding the 94.2% accuracy
reported in the final system.

For the unsupervised anomaly detection component, Isolation
Forest was selected over Local Outlier Factor (LOF) and
Autoencoder-based detection based on three criteria: (i) linear
average-case computational complexity O (n log n) enabling real-
time inference; (ii) robustness to high-dimensional feature spaces
without requiring dimensionality reduction; and (iii) interpretable
anomaly score semantics that map naturally to the Aanom term in
the composite risk score formula. The Isolation Forest
contamination parameter was set to 0.07, reflecting the 7% high-
risk class proportion in the training dataset.

Composite risk scoring and threshold calibration
The composite risk score is defined as:
Risk Score = a-Psup + B-Aanom

where Ps,p € (0,1) is the posterior probability of the high-risk
class from the Random Forest classifier, and Aanom € (0,1) is the
normalized anomaly score from the Isolation Forest detector. The
weighting coefficients a and B (with a+p=1) were calibrated
through grid search over the range (0.0,10) with step 0.1, using
minimization of FPR as the primary objective subject to the
constraint that Fl-score > 93.0%. The optimal configuration
a=0.6, B=04 was identified through this procedure and is
validated by the ablation study presented in the scoring weight
sensitivity subsection of the experimental evaluation.

Risk score thresholds for category assignment were calibrated
on the training partition using precision-recall analysis: Low Risk
(score < 0.35), Medium Risk (0.35 < score < 0.70), High Risk (score
> 0.70). These thresholds were held fixed for test partition
evaluation to prevent optimistic bias.

Evaluation protocol

The framework performance evaluation protocol tackles at
testing three aspects of framework performance: classification

accuracy, adaptive authentication operation, latency of the
system. It is also noteworthy that this testing protocol takes place
only on synthetic data within a simulated environment and not
with live, deployed on a real K8S cluster, fed with the real
production traffic, full adversarial ML evaluation against the
adaptive Whitebox attack. Those would be existing requirements
for kernel IT evaluation programme to come.

The accuracy of the classification was measured using
conventional measures: overall accuracy, class wise precision
and recall, macro averaged Flscore and FPR. The FPR is the
offered primary security measure, while on the whole the false
positives represent errors which cause friction without
security benightedness.

The behavior of adaptive authentication was measured by
preparing test partition where the share of access decisions
(ALLOW, MFA, DENY) was measured, then the MFA trigger rate
reduction was calculated against the uniform MFA
enforcement baseline. A uniform baseline is a naive alternative
where all requests are required for step-up authentication.

System latency was measured end-to-end from the point at
which the gateway received an authentication request through
the enforcement of the PEP decision. This latency was broken
down into three sub-latencies: feature extraction (~510 ms), ML
inference (~2030 ms), and PDP/ PEP policy evaluation (~510
ms). The latency data was averaged over 1,000 request samples
under a simulated concurrent load of 50 requests.

The ablation study protocol is described in the Ablation Study
subsection; each ablated configuration was evaluated over the
same test partition under identical conditions, except the
removed or modified component, ensuring that observed
performance differences are attributable solely to the
component under investigation

Ethical considerations and reproducibility

This research relies entirely on synthetically generated data; no
real-user behavioral data, personally identifiable information, or
live production systems were used at any stage. All adversarial
testing was conducted within an isolated laboratory
environment, fully separated from production networks or
operational services. The configuration parameters used to
generate the dataset and to instantiate the computational
model are reported in full in this section to support
independent replication. The source code and data-generation
scripts will be released upon publication.
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Proposed Architecture and Al Risk Engine

The following is a sample of the Al enabled adaptive
authentication framework, which consists of an integrated and
standardized architecture for identity validation using real-
time behavior analysis, a machine learning based risk score, and
an enforcement policy to support distributed microservice
authentication and adaption of the authentication experience
within the framework but without a fixed policy [20].

System overview

As shown in the architecture diagram, this is the flexible access
control architecture based on traditional authentication unified

with real-time risk reasoning. The user/service client attempting

to gain access to a resource must be authenticated via the
Authentication Gateway obtaining a token, wherefore access is
processed by the Al Risk Engine 111 that replies with the decision
based on the user/service behavior profile and its previous
accesses, escalating a risk value sent to the rest of the
architecture nodes, those with the lowest one efficiently pointed
to the Policy Enforcement component for receiving access,

middle ones having to succeed an MFA challenge and the higher

ones having to make the malicious user be detected and a

message being sent to the administrator. The Policy Enforcement

component manages access and the security context is

maintained owing to the feedback from the component that

receives information from the source of symptoms and the Al
(Figure 1).
o e

Authentication gateway
Validates credentials, issues JWT

[ Al risk engine ]

Computes composite risk score

Medium
Low

Allow access
Seamless access

Policy enforcement il
Applies access decision L
Protected microservice
Request fulfilled

Green = allow - Amber = step-up MFA - Red = deny

MFA challenge
Extra verification

Deny access
Blocked + alert

Figure 1. Proposed Al-enabled adaptive authentication framework for Zero
Trust microservice architecture.

Authentication gateway and Identity Provider (IdP)

The authentication gateway is a single place where all the
requests are captured. It authorizes and authenticates the
assertion on behalf of the IdP by giving validation of session
via OAuth2.0 / OpenID Connect in order to fetch information
about device, network, time of usage and communicates
feedback to the AI risk engine [21]. If the verdict is not in
favor, then the IdP issues a transient JWT containing identity
and contextual information about the threat level.

Al-based risk assessment engine

The AI risk engine continuously computes real-time risk
scores by evaluating behavioral and contextual signals
through three sequential stages: (i) feature extraction from
authentication and access logs, (ii) hybrid ML-based anomaly
detection and supervised classification, and (iii) composite
risk score computation and categorical assignment to Low,
medium, or high-risk levels per the methodology described in
the model selection rationale subsection [22].

Policy decision point

This information (identity attributes like roles and scope,
composite risk score, resource sensitivity) is then passed back
to the PDP and it has three options: Allow, require step-up
authentication (Multifactor Authentication, MFA) or alarm,
(deny). The policy logic is then translated into rules that are
centrally stored in a single PDP and applied to all microservices
[23].

Policy enforcement point

The PEP, deployed at the API Gateway or within the service
mesh proxy layer, intercepts all inbound requests.
Responsibilities include: JWT validation and claim inspection,
risk-level verification from token metadata, enforcement of the
PDP’s access decision, and logging of suspicious access
attempts to the continuous monitoring module [24].

Continuous monitoring and feedback

Access logs, API request histories, and anomaly alerts flow back
to the Al Risk Engine continuously. Periodic retraining on this
telemetry keeps the model current as access patterns and
attack methods change over time.

Al risk engine: Signals and feature engineering

Input signals span four categories: Behavioral login frequency,
session activity, API usage entropy; Contextual device
fingerprint, geolocation deviation, IP reputation; Microservice
Interaction request frequency, endpoint sensitivity; Security
indicators: failed authentication counts, token reuse, atypical
routing. Feature engineering follows the 16-dimensional
pipeline described in the feature engineering pipeline
subsection [25].

Risk scoring mechanism

The composite risk score formula and the optimal weights
(a=0.6, B=0.4) are derived through the grid-search procedure
specified in the composite risk scoring and threshold
calibration subsection. The resulting score maps to three
enforcement tiers: Low Risk (seamless access), Medium Risk
(step-up MFA), and High Risk (access denied).

Adaptive authentication workflow

The end-to-end workflow proceeds as follows: (1) access
request initiated; (2) gateway forwards metadata to Al risk
engine; (3) real-time composite risk score computed; (4) PDP
evaluates access policies; (5) PEP enforces allow/MFA/deny
decision; (6) microservice validates tokens; (7) logs collected for
continuous model improvement. This nine-step loop is the
operational realization of the zero-trust principle of
continuous verification.

Implementation Details and Policy Enforcement

Implementation environment

The proposed system was implemented within a simulated
cloud-native environment composed of multiple independent
microservices. Each microservice is deployed in its own docker
container and communicates with the others over REST APIs
[26]. The implementation stack comprises OAuth 2.0 and
OpenlID Connect for identity verification, JSON Web Tokens
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(IWT) for permission encoding, a Python and scikit-learn
implementation of the Al Risk Engine, an API gateway/service
mesh proxy for policy enforcement, and a centralized logging
pipeline for telemetry collection.

Authentication gateway integration

Every request is routed through the authentication gateway,
which collects device, IP address, and location metadata and
validates credentials against the IdP. The gateway then
transmits the computed feature vector (as described in the
Feature Engineering Pipeline subsection) to the Al Risk
Engine via a POST /risk-evaluate call, and the returned risk
level initiates the corresponding adaptive authentication
action [27].

Al risk engine deployment

The AI Risk Engine is implemented as a stateless microservice
that loads pre-trained model objects at startup for sub-
millisecond inference. It applies the composite scoring
formula detailed in the composite risk scoring and threshold
calibration subsection in process and returns the risk
category, raw score, and recommended action.

PDP and PEP implementation

The PDP evaluates decisions based on identity claims, Al-
generated risk scores, and resource sensitivity, producing
outcomes from (ALLOW, MFA, DENY). The PEP, deployed
within the service mesh proxy, intercepts all traffic: ALLOW
forwards the request; MFA_REQUIRED initiates step-up
authentication; DENY returns HTTP 403 with alert generation
and logs the event to the monitoring pipeline.

Microservice-level enforcement

Each microservice independently validates JWT integrity and
enforces least-privilege access at the endpoint level based on
claims embedded in the token. Mutual TLS may be layered on
top of this to cryptographically verify service identity during
inter-service communication, preventing privilege escalation
beyond a service’s assigned scope.

Monitoring and feedback loop

Access events and risk computations are logged to a
centralized monitoring system, which tracks the distribution
of risk scores, MFA invocation frequency, anomalous patterns
among denied requests, and overall service utilization. This
telemetry feeds periodic model retraining, following the
procedure described in the model selection rationale
subsection [28].

Experimental Evaluation and Results

Experimental setup

The experimental environment instantiated the architecture
described in the proposed architecture and Al risk engine
section using a containerized microservice ecosystem. The
evaluation dataset was constructed and partitioned following
the procedure described in the dataset construction
subsection, and all experiments followed the evaluation
protocol specified in the Evaluation Protocol subsection.

Risk classification performance

The hybrid classifier was applied for classifying access
requests to the three risk classes, according to the evaluation
procedure stated in the evaluation protocol subsection. The
results on the final test partition are reported in Table I. The

Al risk engine classifies 94.2% of requests correctly with an F1
score=93.1%, showing that the mixture of risk scoring methods
produces a stable classification performance for adaptive
authentications.

The 5.8% misclassification rate should be further broken
down into the following insight; Type 1 (medium risk
misclassified as low risk) was the most common error with a
frequency of 3.1%. This is especially troublesome because it
comprised the bulk of what was observed as an alarmable
event. This was a result of most credential compromises
because the device/ location and thus network characteristics
of a request were close enough to normal operation not to
trigger the alarms. The second most common error was Type 2
(low risk mistake expressed as medium risk) calculated to be
1.7%. This was caused when legitimate users accessed services
from unknown netblocks. Finally, high risk misclassifications,
constituting 1.0% occurred during lateral movement, as
request rates are essentially low enough not to trigger. This
demonstrates that applying greater service topology awareness
and modeling other action sets, such as session activity, should
be able to eliminate the first and third error types.

Table 3. Risk classification performance of the Al risk engine.

Metric Value

Accuracy 94.20%
Precision 92.80%
Recall 93.50%
F1-Score 93.10%

Adaptive authentication outcomes

Table 4 summarizes the distribution of authentication
decisions across the test partition. The proposed adaptive
framework reduces unnecessary MFA triggers to 21% of
requests compared to 100% under a uniform MFA
enforcement baseline, a 79% reduction in authentication
friction for legitimate users. High-risk access denial affects
only 7% of requests, consistent with the dataset’s 7% high-
risk class proportion.

Table 4. Authentication decision distribution.

Risk Level Action Proportion
Low Seamless Access 72%
Medium MFA Required 21%

High Access Denied 7%

Latency overhead analysis

The AI risk engine (bottom builder) introduced 3550ms of
mean E2E latency per authentication request at this load of
50 concurrent requests (sub component decomposition:
feature extraction 510 ms, ML inference 2030 ms, PDP/PEP
eval 510 ms). This overhead will be feasible for real time micro
services under deployment constraints (we will need to find a
work around for it) and could be improved more through
optimization techniques (e.g., model quantization, edge
inference) to enable throughput acceleration.

Security impact assessment

In my framework I extend the above notions by introducing
three security mechanisms: (a) anomalous login detection, (b)
least privilege security at the service level whereby an
attacker is allowed to run only through/already been
authenticated channels, and (c) step-up authentication based
on infection cost. Generally speaking, mechanisms
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authenticate the user at login, and trust the user for the rest of
the connection/session. My framework reduces the time
between successful intrusion and detection to a minimum by
tracking user behavior with confidence bounds around the
average user.

Comparison with baselines

The proposed hybrid system was benchmarked against three
baselines. A purely supervised classifier (Random Forest alone,
without anomaly detection) achieved 91.4% accuracy. A purely
unsupervised anomaly detector (Isolation Forest alone)
achieved 81.3% accuracy. A static, rule-based ZTA baseline,
using no machine learning, achieved 87.2% accuracy. The
proposed hybrid system outperforms all three, achieving the
highest accuracy (94.2%) and the lowest FPR (4.8%), confirming
that combining supervised and unsupervised learning yields the
strongest overall results.

Table 5. Ablation study: Component-level performance comparison.

Ablation study

To rigorously quantify the individual contribution of each
framework component, a systematic three-axis ablation study
was conducted following the evaluation protocol described in
the evaluation protocol subsection.

Component-level ablation

Table 5 presents results for seven ablated configurations.
Removing the anomaly detector reduces accuracy by 5.1 points;
removing the supervised classifier causes a 9.5-point
degradation, confirming it as the primary discriminator.
Behavioral feature removal causes the largest single-group
degradation (11.7 points), confirming behavioral signals as the
most informative category. Replacing adaptive PDP logic with
static rules reduces accuracy by 2.4 points and eliminates risk-
proportionate MFA triggering.

Configuration Acc. (%) Prec. (%) Recall (%) F1(%)
Full System (Proposed) 94.2 92.8 93.5 93.1
w /0 Anomaly Detector 89.1 874 88.6 87.9
w /o Supervised Classifier — 84.7 83.2 85.1 84.1
w/o Contextual Features  87.3 85.9 86.4 86.1
w,/o Behavioral Features 82.5 81.0 83.3 82.1
w,/0 Adaptive PDP Logic 91.8 90.3 91.0 90.6
w /o Feedback / Retraining 90.4 88.7 89.5 89.1

Feature group contribution

Table 6 reports accuracy, Fl-score, and latency for seven
feature group combinations. Behavioral-only achieves 82.5%;

Table 6. Ablation study: Feature group contribution analysis.

contextual-only achieves 78.3%; their combination recovers
90.6%, within 3.6 points of the full system. The marginal gain
from adding microservice interaction and security indicator
features (90.6%—>94.2%) justifies their latency cost.

Feature group enabled Acc. (%) F1(%) Latency (ms)
All Features (Full) 94.2 93.1 35-50
Behavioral Only 825 82.1 22-30
Contextual Only 78.3 71.9 18-25
Microservice Interaction Only 74.1 73.6 15-22
Security Indicators Only 71.8 7.2 12-18
Behavioral + Contextual 90.6 89.8 28-38
Behavioral + Security Indicators 88.2 875 26-35

Scoring weight sensitivity (a, B)

Table 7 reports accuracy, Fl-score, and FPR across seven (a, B)
configurations. The proposed a=0.6, B=0.4 achieves the

Table 7. Ablation study: Scoring weight sensitivity (a and {).

optimal trade-off (94.2% accuracy, 4.8% FPR). Pure supervised
weighting (a=1.0) elevates FPR to 12.3%; pure anomaly
detection (B=1.0) degrades accuracy to 81.3%. The results
confirm the hybrid composite is synergistic.

a (P_sup) B (A_anom) Acc. (%) F1 (%) FPR (%)
1.0 0.0 84.7 84.1 12.3

0.8 0.2 90.1 89.5 8.7

0.7 0.3 92.8 91.9 6.4

0.6 0.4 94.2 93.1 4.8

0.5 0.5 93.5 92.6 5.1

0.4 0.6 91.7 90.8 5.9

0.0 1.0 81.3 80.6 14.1

Robustness and adversarial evaluation

To further define the scope of this work, a full examination of
an all-encompassing adversarial machine learning scenario an
adaptive white-box attack supplied with PEP feedback and
complete model internals has yet to be performed and remains

a topic for future research. Instead, a cursory and more limited
analysis of robustness was performed by subjecting the test
data to two kinds of perturbation. These early findings are not
indicative of how the system would react in practice, but do
serve to illuminate the system's resiliency and weak points. In
one scenario, Gaussian noise of means {0.05, 0.10, 0.20} was
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independently added to each dimension of the feature vector
normalization (equivalent to noise on telemetry, sensor, or
other measurement signals). In another, a gradient free Feature
Perturbation Attack (FPA) was developed: for each "risky" event
in test, the five most influential features were adjusted by up to
+/ 20% such that the system was prone to a reduction in risk
score (the Blackbox, expert attacker with a cornered target).

With added Gaussian noise: =0.05 and =0.10, accuracy decays
only slightly to 934% and 91.8% respectively, which
demonstrates the hybrid scoring scheme yields some natural
robustness in conjunction with the alternate sensitivity
characteristics between the RF classifier and iForest detector.
At =0.20, the accuracy falls to 87.6%, in the neighborhood of the
static rule based ZTA scheme baseline (87.2%), indicating high
magnitude feature contamination cancels out the "learning"
benefit of the model, and establishes a noise tolerance
boundary for "production” use.

Across the entire set of originally high-risk events, 18.3%
managed to downgrade themselves below the medium risk
threshold, thereby lowering the DENY rate from 7.0% to 5.7%.
This 18.3% evasion rate is very important: it is a nontrivial
number, and shows a real security castle undermining hole that
needs to be taken care of before this framework can be
targeted at security heavy production environments. When
examining the cases where evasion was successful, we see that
A is more robust to perturbations than P is; that is, necessarily
preferred anomalies still rise to the top of the anomaly score
spectrum even when features are corrupted in a particularly
malicious way that is designed to actively reduce P's similar
ness score. Increasing to 0.5 reduces the evasion rate to 12.1%,
with no more than a 0.6-point accuracy drop (93.6%). This
allows using a tuned value of as a hardening mechanism with
empirically minimal performance penalty. It should be noted
that these experiments were run against a completely black-
box gradient-free attack; an intelligent white-box attacker still
in the know about P and getting feedback from the PEP system
in real time would make this an even harder problem to solve,
and that testing has not been performed for this paper. This
remains the most glaring unexplored validation question.

Discussion

Synthesis of findings

The experimental results indicate that adaptive, risk-based
authentication and Zero Trust principles are mutually
reinforcing rather than competing design goals. The ablation
study provides strong evidence that each component of the
framework is necessary, since removing any single component
degrades overall performance. The selected weighting (a = 0.6,
f3 = 0.4) is near-optimal under normal operating conditions, and
the robustness evaluation presented in the Robustness and
Adversarial Evaluation subsection shows that this balance can
be shifted toward B = 0.5 when the system is specifically
targeted by adversaries, at a modest cost in accuracy. Taken
together, these findings provide convergent evidence that the
framework is viable, with the important caveat discussed below
that it was evaluated on synthetically generated data.

Limitations

Three limitations of this work should be highlighted. Firstly, all
of the performance data in this paper was taken from an
artificially generated data set. This artificial data set, although
based on the statistical measurements taken from published

work, will not encompass all of the characteristics of live
enterprise network traffic and so it is necessary to treat the
accuracy, 94.2%, and FPR, 4.8%, here as simulation figures and
not actual values that can be predicted.

Another way in which the framework is incomplete is that it
has not been tested in a real environment. It has not been
deployed onto a real Kubernetes cluster, attached to real
microservice traffic or tested with a failure condition such as
network failure, server failure or service rediscovery. It needs
to be tested at scale in Kubernetes before it can be claimed
that it is ready for production.

Thirdly, the paper's evaluations of adversarial machine learning
are incomplete. The adversarial machine learning evaluation is
limited to the Feature Perturbation Attack discussed in the
robustness and adversarial evaluation subsection. The
performance of the adversarial machine learning is not fully
assessed. Before the secure system is deployed, a security paper
proposing a machine learning based access control system
should be evaluated with more advanced attacks such as
Whitebox attacks on a certain threat model, PGD attacks using
gradient, model inversion, adaptive attacks where the system
provides feedback to the adversary. None of which have been
done. With those three limitations, the report provides a proof of
concept and a prominent research guidance path rather than a
complete validation for production use.

Conclusion and Future Work

Traditional session-based policies apply poorly to microservice
architectures with many short-lived and highly interconnected
services. The traditional session-based policy model would allow
an attacker to compromise a password or token and access many
systems across the network before common security controls
even notice the attack. This paper describes a framework for
virtualizing this policy capability to eliminate that blind spot. At
every request, the Al risk engine, which is aware of both
behavioral and contextual cues, calculates an aggregate risk
score and allows, escalates to multifactor authentication, or
denies the request not according to an arbitrarily defined rigid
policy but according to the score.

Every part of the system was tested in isolation. Deleting the
Isolation Forest anomaly detector, leaving out behavioral
features, or substituting the adaptive PDP with static rules each
resulted in a noticeable performance drop, illustrating the
necessity of each piece in the framework. The best scoring
weights (= 0.6, = 0.4) were discovered by grid search and verified
via a comprehensive weight sensitivity sweep shown in Table V.
The data preparation method, choice of features, explanation of
model selection, and scaling method are documented in enough
detail that the experiment could be replicated.

On a labeled test set of 10,000 events, the system correctly
classified 94.2% of requests at a FPR of 4.8%, with a per-
request decision latency of 35-50 milliseconds, an
improvement of seven percentage points in accuracy over a
static ZTA baseline. Multi-factor authentication is triggered for
only 21% of requests, compared to 100% under a uniform
enforcement policy, substantially reducing authentication
friction. A limited robustness evaluation found that an
adversary could evade the system in 18.3% of cases by
perturbing input features, identifying a genuine vulnerability
that requires further attention. To state the scope of this work
plainly: all results were obtained using synthetic data, the
system has not been deployed on a production Kubernetes
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cluster, and a thorough white-box adversarial evaluation has
not been conducted. These are not minor caveats; they define
the next three priorities for this research.

The most urgent next step is a step beyond synthetic data.
This means actually running the system on a production live
Kubernetes cluster, collecting real access telemetry, and seeing
if classification accuracy persists as the system encounters real
traffic, shifts in request types, and infrastructure faults, such as
network outages or server crashes. Until this has been verified,
the 94.2% figure for accuracy is really best spoken of as a
simulated estimate, rather than real-world performance.
Alongside this, a very serious adversarial ML evaluation should
be conducted, in the form of gradient based PGD attacks on the
feature vectors, model inversion analysis to reveal the degree of
training data leakage, and adaptive attacks, where the
adversary iteratively trains on the PEPs it learns about in each
session. The 18.3% Blackbox evasion rate reported in this paper
provides a baseline; a Whitebox attack would show how far into
the future a smarter adversary could improve upon it. Beyond
these two short-term priorities, it should be noted that the
ability to perform federated learning, combining data from
many organizations without exposing sensitive access logs, is
an extremely important property to build on now, especially in
a multitenant deployment, although it is outside the scope of
this work. And finally, the future of the research on this topic
will be the ability to rescore constantly after each
authentication, plus model compression techniques to boost
inference speed.
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	Securing microservices within enterprise settings is difficult due to each microservice exposing its own API, the attack surface increasing with the number of services, and the current Zero Trust Architecture (ZTA) frameworks not incorporating any behavioral analysis when evaluating requests. In this paper, we introduce an AI-enabled adaptive authentication framework that uses a hybrid machine learning model based on a random forest classifier and isolation forest anomaly detector to compute a continuous risk score for each authentication request. Depending on the risk score, a three-stage policy decision is made either allowing seamless access, performing multi-factor authentication, or denying access to the requested resource. The policy decision process takes place via the Policy Decision Point (PDP) and Policy Enforcement Point (PEP) in the service mesh architecture. On a synthetic dataset of 10,000 authentication events, our solution reaches a classification accuracy of 94.2%, a 4.8% False Positive Rate (FPR), and an end-to-end decision latency of 35-50 ms, outperforming a static ZTA baseline by 7 percentage points in terms of accuracy. Only 21% of all authentication requests require multi-factor authentication, while under a uniform authentication scheme, 100% of them would need it. All performance numbers reported were obtained using simulation to evaluate our solution on actual Kubernetes clusters is the next research direction.
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