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ABSTRACT

Phishing remains a major and serious challenge in this digital era. Recently, deep learning- based
approaches have demonstrated superior performance in accurately identifying and classifying
phishing URLs. This paper examines and compares modern deep learning methods, with a focus
on RNNs and their variants. Moreover, Cybersecurity faces a noteworthy challenge from phishing
attacks. Most existing studies rely either on content-based methods, which generalize poorly to
new domains and often struggle with previously unseen URLs, or on conventional machine
learning methods that require substantial domain expertise and intensive manual feature design.
In contrast, deep learning techniques offer a promising alternative for effective phishing URL
classification. The Gated Recurrent Unit (GRU) model demonstrated superior performance in
phishing URL classification tasks. Its ability to capture sequential patterns effectively makes it a
valuable tool for combating phishing attacks in online environments Experimental evaluation
conducted on a dataset of 60,000 URLs shows the Gated Recurrent Unit (GRU) model consistently
surpasses the standard RNN and other recurrent variants including LSTM, BiLSTM, and BiGRU; in
terms of accuracy, precision, recall, AUC, as well as both training and testing efficiency. Further
research in this area has strong potential to enhance the effectiveness and efficiency of
cybersecurity defenses against phishing attacks. Consequently, the GRU model emerges as a
preferred option for future research on phishing URL classification.

Introduction

Phishing is a cybercriminal activity where malicious actors
fraudulently acquire confidential data, including login
credentials, personal account details, and credit card
information, by posing as credible organisations across
email, messaging services, and other digital communication
channels. Traditional email filtering techniques are largely

static, making them ineffective against evolving phishing

strategies, as attackers constantly adapt their methods to
avoid detection [1].

Phishing has developed in diverse and increasingly
sophisticated forms, introducing new challenges for accurate
detection. Although attackers operate covertly and employ
deceptive strategies, security experts and researchers have
invested considerable effort in identifying phishing websites.
As one of the most common techniques used in cyberattacks,
phishing leads to serious consequences, including privacy

breaches, identity theft, and financial losses [2]. Phishing

strategies have transcended traditional communication
mediums, including email and SMS, to encompass a wider
array of web-based and mobile platforms. Due to the rapid
growth of mobile internet and social networking platforms,
phishing activities have extended into new forms, including
code-based phishing, spear phishing, and counterfeit mobile
applications [3].

Mitigating the threats posed by phishers and other
cybercriminals in the online environment necessitates a
reliable and automated approach to phishing website
detection, as attackers continuously adapt and introduce new
methods to carry out their activities. Phishing attackers
continuously adapt their techniques to deceive users into
disclosing confidential information. Their primary objective is
to obtain banking account credentials. Nevertheless, because
attackers are highly adaptive and the challenge itself is
complex, a fully effective and comprehensive solution has yet
to be achieved [4].

Traditionally, phishing URLs have been identified using
blocklisting methods, which quickly check a queried database
to determine whether a given URL is malicious. Their main
shortcoming is that they can only produce very low false
positive rates, though they are expected to do so. Identify
suspicious websites that are already on the list. These
methods are based on a quick database. maliciously check to
determine a malicious URL. Although their falsehood is
generally very low. Positive rates, the major weakness of such
is that it relies on threats identified in the past. This limitation
is especially problematic with the ever-growing appearance of
malicious URLs on a daily basis.
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In order to overcome these constraints, many researchers
have embraced the use of Artificial Intelligence and Machine
Learning (ML) methods to make generalizations of already
unknown URLs [5-9]. Even though ML-based solutions are
used to offset the weakness of conventional blocklisting
techniques, they are largely limited because they cannot learn
well, and therefore, they depend on large amounts of manual
feature engineering. raw character sequence representations
[10]. For example, one common handcrafted feature that
could be commonly used is the inclusion of the “@” symbol in
a URL, a characteristic frequently exploited by scammers to
disguise malicious links. Such features cannot be created
manually, not to mention that it is not only labor- intensive,
but it also demands professional skills to identify the most
effective feature set for malicious URL detection. In addition,
these characteristics are restricted in their capacity to depict
effectively sequential patterns of URLs.

In an effort to curb these challenges, various researchers
have proposed Deep Learning (DL) techniques that record
semantic or chronological patterns in URLs automatically [11-
13]. Deep Learning is a category of machine learning
algorithms capable of identifying overarching patterns in
URLs by learning intricate  hierarchical feature
representations and latent sequential representations from
default relationships among massive datasets.

A recurrent neural network (RNN) is a form of a Deep
Learning algorithm that is typically employed to model. time-
series data [14]. Recurrent Neural Networks (RNNs) and their
variants have attained significant achievements in artificial
intelligence tasks long in existence, including language
modeling, machine translation, and speech recognition [13].
However, they are largely used in spite of the fact that they
are very common and widely used. Comparatively, there has
been little research undertaken in the application of RNN-
based sequence modeling. phishing URL classification
architectures or studied the relative efficacy of various RNN
architectures.

The present study is an attempt to fill this gap by observing
and establishing the validity of the. experiments on several
variants of RNN in malicious URL classification.

Our model is designed to process URLs as sequential
character inputs. This character-level representation is fed
into the recurrent layers to facilitate the learning of high-
dimensional spatial features character-level. Recurrent
Neural Network models, such as RNN, LSTM, GRU, BiLSTM,
and BiGRU. The initial phase of the model architecture
involves tokenizing the URL strings into individual
characters, which are then represented as fixed-length
vectors through one-hot encoding. This process transforms
the raw categorical data into a numerical format suitable for
neural network input. This process converts the character
sequences within URLs into an embedding representation
that can be effectively utilized by the models. The final
architectural component consists of a fully connected
(dense) layer utilizing a sigmoid activation function. This
configuration maps the high-dimensional features to a
probability score, facilitating the binary classification of
URLs as either benign or malicious. It has been
experimentally tested that all models perform well
statistically. However, the architecture based on the GRU

performs better than the rest, having better accuracy, recall,
AUC, and precision, involving minimal training and
experimentation.

Section II presents the methodologies used, including
standard GRU, LSTM, RNN, BiLSTM, and BiGRU models. This
section gives the background required to the comparative
analysis given in the following. sections and underlines that
it is essential to choose a proper neural network structure
for phishing URL detection. Section 3 Section III explains
the data set, evaluation measures, and experimental setup.
Section 4 presents the experimental results and provides a
detailed discussion of the findings, while Section 5 offers
concluding remarks and directions for future work.

Methodologies

Recurrent neural network (RNN)

A Recurrent Neural Network (RNN) is based on the same
feed-forward neural network, but it is extended, allowing
the modelling of sequential and time-series data. RNN
architectures are also similar to feed-forward. However, it
incorporates feedback loops that are internal and give a
cyclical form of structure that enables information from
past time steps to be retained. These feedback loops serve
as short-term memory, which facilitates the short-term
memory. networks to save and harness past information
over time, and this is why RNNs are good at tasks that
engage time dependencies [15]. Unlike feed-forward neural
networks, which are feed-forward, backward. support
multiple types of many-to-many and many-to-one RNNs
mapping. input/output structures such as one-to-one, one-
to-many, and many-to-many, as well as many-to-one many
mappings [16]. The simplest structure of an RNN is
presented in Figure 1. This structure allows the network
address the problem of effective capture of time dynamics
in time-series data through use of previous processes the
information previously learned to estimate the patterns at
the current time step, thus making forecasting easier. data
mining of sequential data.

The structural data flow is illustrated in Figure 1, where xt
defines the input vector at a specific interval t. The
network's temporal memory is maintained by the hidden
state st, while the resulting prediction at that instance is
designated as yt. Crucially, the model utilizes a shared
parameter framework consisting of three primary weight
matrices: W for mapping inputs, SUS for regulating
recurrent hidden state transitions, and V for generating the
final layer outputs. The computational procedure of an RNN
can be mathematically represented as follows:

St = f(Uxt + WSt - 1+ bh) 1)
yt = f(VSt + bo) 2)

f () denotes the activation function, and bh and bo
represent the bias vectors of the corresponding hidden and
output layers, in that order.

Based on the literature, in practice, RNNs frequently have
difficulty maintaining long-term dependencies and are
prone to vanishing gradients, particularly when trained
using backpropagation through time. Consequently, a wide
range of RNN variants has been proposed to mitigate these
limitations [17].
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Figure 1. Basic Structure of RNN [15].
Long short-term memory (LSTM)

The LSTM networks are based on the standard RNNs but are
extended with the purpose of being more specific. solving
the problem of vanishing gradient that is experienced
during training [18]. The LSTM architecture is comprised of
memory cells that store, update, and discard information as
needed. This is done by a gating mechanism that controls
the flow of information in the network, which allows storing
the appropriate information during the lengthy time
periods. The core elements of an LSTM are the cell state and
a collection of gates that control its functioning. The cell
state functions as the memory component of a network,
which offers an avenue of retaining and sending out critical
information [19]. The gating framework, which consists of
forget, input, and output gates, determines the flow of
information since it decides what kind of data to retain or
not; it is eliminated, as shown in Figure. 2. The mathematical
operations to obtain the LSTM output. At time step t, they
are defined in (3) - (8).

it = o (Wi-[ht - 1,xt] + bi)
ft = o (Ufxr+ Wfst=1+ bf)

®)
)
®)
(6)
@)
®

In which Wi and b represent the matrices of trainable
weights and bias vectors, respectively, and i, f, and are the
input, forget, and output gates. Even though these gates
have the same structural form, they are differentiated by a
set of parameters acquired during training. The hidden state
is not directly available; it is controlled by the input gate and
used to compute the internal cell state ct. The current
hidden information not only determines the cell state but
also the cell's former state, ct-1, under the control of the
forget gate. According to the new cell state ct, a tanh
activation is then provided, and the resulting st output is
gated by the output gate [20]. The gating process makes the
LSTM effective at capturing long-term dependencies in
sequence data by learning to keep or forget information
through appropriate changes in the gate parameters.

ot = o (Uoxt+ Wost=1+ bo)
g =tanh (Ugxr+ Wgst-1+ bg
ct=ct-1-f+g-i

st=tanh (ct)-o
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Figure 2. LSTM memory cell [19].

Gated recurrent unit (GRU)

GRU is also a variant of RNN and is an alternative to the
LSTM architecture, also based on the same principles.
GRUE, just like LSTMs, can model long-term dependencies
in sequence data; their design is simpler. The GRU
architecture simplifies the gating mechanism by merging
the memory and output components into a singular hidden
state [21]. This process is governed by two primary gates:
the reset gate, which selectively discards irrelevant
historical data, and the update gate. The latter functions as a
hybrid of ‘input' and ‘forget' mechanisms, modulating the
precise balance between retained information from
preceding states and the integration of novel data into the
current hidden state. GRU has fewer parameters, enabling it
to train faster and more efficiently. Figure. Figure 3 shows
the simplest architecture of a GRU. The mathematical
expressions are used to determine the GRU output at time
step t and are shown in (9)-(12).

rt =0 (wr.[ht =1, xt] + br)

©)

zt = o(wz . [hr = 1, xt] + bz) (10)
gt = tanh(w . [rt x ht = 1, xf] + bg) (1)
ht=(1-z)xht-1+zrx gt (12)

In this context, W and b represent the trainable weight
matrices and bias vectors, respectively. The reset gate (r)
and update gate (z) control the flow of information; (g)
denotes the candidate hidden state. This state governs the
integration of new input and the retention of historical data,
as determined by the update gate. The final output of the
GRU at time step t is represented by ht.

Overall, the LSTM and GRU networks maintain critical
features through their gating processes; furthermore,
information cannot be lost over time when a sequence is
propagated forward. By doing so, they easily resolve the
vanishing gradient issue, a common problem in typical RNNs
[22]. Moreover, since the LSTM architecture includes an
additional gate compared to the GRU, the GRU represents
the simplest recurrent neural network structure considered
in the present comparative analysis.

[T

T Ir,

Figure 3. GRU memory cell.

Bidirectional LSTM

BiLSTM builds upon the regular LSTM, wherever the
network is able to access more contextual information. It is
made up of two LSTMs layers, of which one takes the input
sequence in the forward direction and the other in the
reverse direction, which allows the model to learn both the
past and future dependencies [23]. The BiLSTM architecture
is based on a straightforward principle: it duplicates the
recurrent layer to allow the network to process input
sequences in both forward and backward directions. In this
structure, the original layer receives the actual training data,
while the replicated layer operates on a reversed version of
the same input sequence. This method is known to be
efficient at improving the information sent to the network
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and thereby enhancing its performance [24]. The
architecture of the BILSTM model is demonstrated in Figure
4. Practically, the Keras library in Python offers a convenient
way of implementing bidirectional layers so that it is easy to
create BiLSTM networks. The user may define a merge
mode to determine how the forward and backward pass
results are combined before being sent to the next layer.
Basic computational steps involved in the forward LSTM,
backward LSTM, and the final BiLSTM output are the
following (It is shown in Equations (13) to (15) in brief:

9 hl=fU"x;+ W' hy)
(10) hf =fU? x;+W?h;_y)
(1) y; = softmax(V - [h}; h{])

In this expression, Equation (13) represents the forward
processing path, and Equation (14) represents the reverse
processing path. (14) is the reverse way. Yt represents the
output of the LSTM /bidirectional LSTM, which is obtained
by summing the results of both directional paths. The
matrices W1, Ul, and V are the weight parameters of the
model that are learnable.

Cutputs

Inputs

Figure 4. The BiLSTM Structure [19].

The Bidirectional GRU (BiGRU)

A Bidirectional GRU, or BiGRU, is an extension of the
traditional GRU, where the direction is two-way information
flow. It is made up of two GRU layers that process the input
sequence forward and backward. The Backward directions
are able to let the model grasp future and past contextual
information [25]. The two direction outputs are then added
and sent to a common output layer [26]. This bi-directional
architecture complements the contextual representation
available to the network, resulting in better learning
performance. Figure 5 shows the standard design of a
BiGRU model. The BiGRU computational process can be
mathematically described as follows. The equations (16) -
(18) are described as follows:

(12)  ht— = GRUfw(xt, h =)
(13) hr< = GRUbw(xt, h <)
(14) hr = hi—=>hte<

where these represent the states of the forward GRU and
the backward GRU, respectively, and ® denotes the
concatenation of the two vectors.

oy =— (5 o —

T
D D &

Figure 5. BIGRU Structure [25].

Modelling phishing URLs Using RNN networks

The methods suggested begin with the URL being entered in
the form of a series of characters. Initially, each training
corpus is characterized and represented as a fixed-length
vector with the help of character and one-hot encoding.
This method changes the character sequences of the URLs
into an embedding representation. These steps can be
separated to understand the encoding process clearly
before any other modelling is introduced.

After embedding representation comes in the architecture,
then uses RNNs at the character level, using various variants
of them, e.g., RNN, LSTM, GRU, BiLSTM, BiGRU. After the data
passes through the RNN layers, it is sent to a fully connected
layer followed by a sigmoid activation function, which serves
the purpose of generating the final output. This graded
method is such that it makes the readers able to follow the
pipeline step by step, lessening the cognitive load and getting
to know the complex methodology.

Logistic regression

URL One Hot encading Embedding

e emempn  EENENE
t . -. Deep Networks
- - [T —
j; - LSTM
f =R — f§ — 0.87
. -,
L - BILSTM
n e //
||

" - BIGRU
o
m

Figure 6. Architecture of the proposed models.

As shown in Figure 6, the design of our models follows a
structured pipeline. We begin by transforming the raw input
data via one-hot embedding, which produces 128-dimensional
vectors. These are then processed as a 200-step sequence by
the various recurrent architectures specifically RNN, LSTM,
GRU, BiLSTM, and BiGRU. To reach a final classification, the
data passes through a fully connected layer governed by a
sigmoid activation function. For the learning phase, we used
backpropagation with the Adam optimizer to refine all
network parameters.

Experimental setup
Dataset description

The experimental dataset consists of 60,000 samples,
comprised of 30,000 legitimate and 30,000 phishing URLs.
This balanced distribution ensures an equal representation of
benign and malicious classes. Legitimate instances were
extracted from the Alexa and DMOZ directories [27-29], while
malicious samples were retrieved from PhishTank, a
reputable repository for verified phishing links. Table 1
presents five examples each of legitimate and phishing URLs.
Malicious URLs can closely mimic legitimate ones, which
aligns with attackers’ goal of misleading users into believing
phishing sites are authentic. The distribution of the proposed
dataset across the training and test partitions is detailed in
Table 2. Following a pre-screening process, the collected
URLs were randomly allocated into their respective sets. To
ensure consistency during preprocessing, all character data
underwent normalization by converting uppercase letters to
lowercase [30].
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Table 1. Phishing URLs.

S/N URL Phishing
1 https://www.paypal.com /at/cgi-bin/helpscr?cmd=_security-center- outside False
2 www.icbc.com False
3 http:/ /www.alibaba.com /100%2525-lycopene-manufacturers.html False
4 http:/ /Office365DevAppsModelYam False
5 https:/ /paypal.com.support-center.mail-accountsupport.center/signin/ True
6 http:/ /office365dbboxs.5gbfree.com/secured- blacklisted /index.php?email=veronique.pedroli@unil.ch True
7 www.lcbe.com True

Table 2 . Dataset description.

Data Phishing Non-phishing Total

Training 20,000 20,000 40,000

Testing 10,000 10,000 20,000

Experimental design The experiments were carried out on a laptop equipped with

This study primarily aims to evaluate several variations of
RNNs on malicious URL classification as opposed to the
suggestion of the state-of-the-art models analytically.
Consequently, the experimental setup is maintained as
minimally as possible in order to make fair comparisons. As
detailed in Table 2, the data were partitioned into training and
testing sets to evaluate model performance. These respective
subsets were subsequently utilized to develop and validate all
experimental models. It should be noted that very little
hyperparameter tuning was actually done among the models,
so that the assessment process is not focused on model
architecture but fine- tuning accreditations. The reason this
decision was made is the reduction of the differences in
optimization because different hyperparameters might
discriminate against the fairness of a comparison between
models. Through the application of a set of hyperparameters,
which is held constant, we are able to establish a fair
comparison scheme that protects against any prior bias of the
optimization equality of the models. Assessment is done based
on standard classification performance metrics are defined as
follows:

an Intel Core {7-7700HQ processor running at 2.80 GHz (4
cores), 16 GB of DDR3 RAM, and an NVIDIA GeForce GTX
1050M GPU with 4 GB of GDDRS memory. The
hyperparameters of all models were not optimized
automatically by using automated tuning methods and instead
they were chosen manually as it is presented in Table 3. All
the models were trained over 20 epochs on a 40,000 URL
dataset consisting of phishing and non-phishing URLs.
Evaluation was then done on another test set of 20,000 URLs
using the trained models. Table 2 gives the class
representation of the training and testing sets.

Table 4 provides a summary of the models’ comparative
performance based on accuracy, precision, recall, and F1-
score. The GRU and BiLSTM models have better classification
results in the task of differentiating between phishing and
legitimate URLSs, as demonstrated in the table, and performed
better than the LSTM, BiGRU, and the standard RNN models.
Moreover, the models were evaluated based on the ROC-AUC
measure and its results were depicted in Figure 7. In line with
the previous assessment measures, the values of AUC align
the highest with GRU and BiLSTM (0.9998), then LSTM and
BiGRU (0.9991), and finally with the RNN model (0.9988). In

(15)  Accuracy = TP+TN general, the results of AUC-ROC prove that all proposed
(TP+TN+FP+FN) models show good results in identifying malicious URLs.
(16) Recall = TP Table 4 . Summary of test results.

Algorithm Accuracy Precision Recall F-score
(TP+FN)

RNN 0.988 0.982 0.989 0.985
(17)  Precision = TP LSTM 0.994 0.994 0.992 0.993
(TP+FP) GRU 0.995 0.994 0.995 0.995
18 -9 L. BiLSTM 0.995 0.994 0.994 0.994
(18)  F - score = 2«(Precision=Recall) BIGRU 0.992 0.989 0.991 0.990
(Recall+Precision)

10

Experimental design

Table 3 . Hyperparameters.

08

06

Hyper-parameters Values o4
Epochs 20 —— RNN, AUC=0.9988

. LSTM, AUC=0.9991
Learning Rate 0.001 02 —— GRU. AUC=0.9998

) —— BLSTM, AUC=0.9998
Cell size 128 0o —— BGRU, AUC=0.9991
Batch-Size 256 00 02 04 06 o8 10
Dropout Rate 0.2

Figure 7. ROC-AUC curves of the proposed models.
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The training and testing runtimes of the various models
were also analyzed, as indicated in Table 5, to classify
phishing and non-phishing URLs. The Python time package
was used to get the runtime measurements. The GRU model
was the fastest model, as indicated in Table 5, since the
model took 152.96seconds to trainand 0.502 secondsto test.

Conversely, the conventionalRNN model had the highest run
times with a requirement of. Training and test times were
2403.61 and 2.736 seconds, respectively. The GRU model has
the best runtime performance among the tested models,
thanks to its relatively simple architecture and the number
of computational units.

Table 5. The Summary of the train and test run times of the algorithms.

Algorithm Training time Testing time
RNN 2403.605 2.736
LSTM 196.59 0.633
GRU 152.96 0.502
BiLSTM 376.435 1.185
BiGru 331.869 0.953

This demonstrates the model's performance during training
and evaluation; the learning curves are shown in Figure 8
(accuracy versus epoch) and Figure 9 (loss versus epoch). As
observed in both figures, the loss and validation accuracy of
the proposed models converge within a few epochs. Since
the tenth epoch,the validation accuracyof all models has
been above 98%, withthe loss falling below 0.05. The
performance can be observed to be stable in the BiLSTM,
BiGRU, and GRU models, with insignificant alterations in

models training performance (Accuracy vs epochs)

100

e —
e
095
.
& 090
3
o
X
— HMN acc
e L5TM acc
= GRU ace
— BILSTM acc
@301 | ~ BGAU ace
+ - - - B v . =3
0.0 25 50 5 W0 BRS5 150 178
Epchs

Arcurady

accuracy and loss of validation. On the other hand, there are
observable variations in the RNN and LSTM models in the
validation process, which can be explained by overfitting.
However,from the sixteenthepoch onwards, all the models
have a linear enhancement of performance untilthe
twentieth epoch.Overall, the trainingand validation results
demonstrate that all proposed models achievestrong
performance in classifying malicious URLs.

maodels validation performance (Accuracy vs epochs)

0938
095
094
et B | = RMN »CC

II LSTM acc
090 II = GRU acc

| === BILSTM acc
oesq ! — BGAU acc

0o 25 50 75 100 125 150 175
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Figure 8. Illustrates model training and testing performance (accuracy vs epochs).

models training performance {loss vs epochs)

ANN lais
a4 LSTH loss
—— GRU logs
— BALSTH loss
a3 — BGRU loss
-1
* oz
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—_—
ag .
og 5 50 75 o 125 150 17.5
Epochs

__madels validation performance (loss vs epechs)

—— RHN loss
LSTM ioss
02% — GRU loss
= BILSTM oz
636 BGRL kais
=
2 0ls

Figure 9. The model training and testing performance (loss vs epochs).

Discussions and future directions

Critical URL detection is an important part of the
contemporary cybersecurity mechanism. Conventional
machine learning methods to perform this task are usually
based on manually designed features, which require
significant time to design and are not as complicated as
successful phishing detection demands [31]. In order to

mitigate these shortcomings, recent studies have been
shifting towards a more recent shift in the development of
deep learning methods, which are able to learn abstract
feature representations directly out of raw data. This paper
will examine the use of RNNs and their derivatives to detect
malicious URLs. Depending on the results of the experiment,
it can be stated that the GRU-based RNN outperforms the
conventional RNN and other models, but the overall
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	A comparative deep learning approach for phishing URL detection
	Abdullahi Musa Yola , Hajara Musa  , Rutarindwa Jean Pierre  , Mdusbahu Bala Ibrahim   and Abdullahi Sani Dauda
	Department of Computer Sciences, Gombe State University, Gombe, Nigeria
	Phishing remains a major and serious challenge in this digital era. Recently, deep learning- based approaches have demonstrated superior performance in accurately identifying and classifying phishing URLs. This paper examines and compares modern deep learning methods, with a focus on RNNs and their variants. Moreover, Cybersecurity faces a noteworthy challenge from phishing attacks. Most existing studies rely either on content-based methods, which generalize poorly to new domains and often struggle with previously unseen URLs, or on conventional machine learning methods that require substantial domain expertise and intensive manual feature design. In contrast, deep learning techniques offer a promising alternative for effective phishing URL classification. The Gated Recurrent Unit (GRU) model demonstrated superior performance in phishing URL classification tasks. Its ability to capture sequential patterns effectively makes it a valuable tool for combating phishing attacks in online environments Experimental evaluation conducted on a dataset of 60,000 URLs shows the Gated Recurrent Unit (GRU) model consistently surpasses the standard RNN and other recurrent variants including LSTM, BiLSTM, and BiGRU; in terms of accuracy, precision, recall, AUC, as well as both training and testing efficiency. Further research in this area has strong potential to enhance the effectiveness and efficiency of cybersecurity defenses against phishing attacks. Consequently, the GRU model emerges as a preferred option for future research on phishing URL classification.
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	S/N
	URL
	Experimental design
	This study primarily aims to evaluate several variations of RNNs on malicious URL classification as opposed to the suggestion of the state-of-the-art models analytically. Consequently, the experimental setup is maintained as minimally as possible in order to make fair comparisons. As detailed in Table 2, the data were partitioned into training and testing sets to evaluate model performance. These respective subsets were subsequently utilized to develop and validate all experimental models. It should be noted that very little hyperparameter tuning was actually done among the models, so that the assessment process is not focused on model architecture but fine- tuning accreditations. The reason this decision was made is the reduction of the differences in optimization because different hyperparameters might discriminate against the fairness of a comparison between models. Through the application of a set of hyperparameters, which is held constant, we are able to establish a fair comparison scheme that protects against any prior bias of the optimization equality of the models. Assessment is done based on standard classification performance metrics are defined as follows:

	(15)
	𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 𝑇𝑃+𝑇𝑁

	(TP+𝑇𝑁+F𝑃+𝐹𝑁)
	(16)
	𝑅𝑒𝑐𝑎𝑙𝑙 = 𝑇𝑃
	(𝑇𝑃+𝐹𝑁)
	(17)
	𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃
	(𝑇𝑃+𝐹𝑃)
	(18)
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	Experimental design
	The experiments were carried out on a laptop equipped with an Intel Core i7-7700HQ processor running at 2.80 GHz (4 cores), 16 GB of DDR3 RAM, and an NVIDIA GeForce GTX 1050M GPU with 4 GB of GDDR5 memory. The hyperparameters of all models were not optimized automatically by using automated tuning methods and instead they were chosen manually as it is presented in Table 3. All the models were trained over 20 epochs on a 40,000 URL dataset consisting of phishing and non-phishing URLs. Evaluation was then done on another test set of 20,000 URLs using the trained models. Table 2 gives the class representation of the training and testing sets.
	Table 4 provides a summary of the models’ comparative performance based on accuracy, precision, recall, and F1-score. The GRU and BiLSTM models have better classification results in the task of differentiating between phishing and legitimate URLs, as demonstrated in the table, and performed better than the LSTM, BiGRU, and the standard RNN models. Moreover, the models were evaluated based on the ROC-AUC measure and its results were depicted in Figure 7. In line with the previous assessment measures, the values of AUC align the highest with GRU and BiLSTM (0.9998), then LSTM and BiGRU (0.9991), and finally with the RNN model (0.9988). In general, the results of AUC-ROC prove that all proposed models show good results in identifying malicious URLs.
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	Figure 7. ROC-AUC curves of the proposed models.
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	The training and testing runtimes of the various models were also analyzed, as indicated in Table 5, to classify phishing and non-phishing URLs. The Python time package was used to get the runtime measurements. The GRU model was the fastest model, as indicated in Table 5, since the model took 152.96seconds to trainand 0.502 secondsto test.
	Conversely, the conventionalRNN model had the highest run times with a requirement of. Training and test times were 2403.61 and 2.736 seconds, respectively. The GRU model has the best runtime performance among the tested models, thanks to its relatively simple architecture and the number of computational units.
	Algorithm
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	This demonstrates the model's performance during training and evaluation; the learning curves are shown in Figure 8 (accuracy versus epoch) and Figure 9 (loss versus epoch). As observed in both figures, the loss and validation accuracy of the proposed models converge within a few epochs. Since the tenth epoch,the validation accuracyof all models has been above 98%, withthe loss falling below 0.05. The performance can be observed to be stable in the BiLSTM, BiGRU, and  GRU  models, with  insignificant  alterations in
	accuracy and loss of validation. On the other hand, there are observable variations in the RNN and LSTM models in the validation process, which can be explained by overfitting. However,from the sixteenthepoch onwards, all the models have a linear enhancement of performance untilthe twentieth epoch.Overall, the trainingand validation results demonstrate that all proposed models achievestrong performance in classifying malicious URLs.
	Figure 8. Illustrates model training and testing performance (accuracy vs epochs).
	Figure 9. The model training and testing performance (loss vs epochs).
	Discussions and future directions
	Critical URL detection is an important part of the contemporary cybersecurity mechanism. Conventional machine learning methods to perform this task are usually based on manually designed features, which require significant time to design and are not as complicated as successful  phishing  detection  demands [31]. In  order  to
	mitigate these shortcomings, recent studies have been shifting towards a more recent shift in the development of deep learning methods, which are able to learn abstract feature representations directly out of raw data. This paper will examine the use of RNNs and their derivatives to detect malicious URLs. Depending on the results of the experiment, it can be stated that the GRU-based RNN outperforms the conventional  RNN  and  other  models, but  the  overall
	Conclusion
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