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ABSTRACT

The rising sophistication of computer networks and cyber threats has made cybersecurity a vital
part of modern network management. Traditionally, network management and security have
been treated as separate domains, leading to delayed threat detection and increased system
vulnerabilities. This study focuses on integrating cybersecurity controls into everyday network
administration to improve the security of computer information systems. It highlights the
importance of incorporating mechanisms such as traffic monitoring, access control, intrusion
detection, and anomaly detection into routine network operations. The NF-UNSW-NBI5-V2
dataset, which contains extensive network traffic records including normal and malicious
activities, is used to support the analysis. The dataset includes features such as IP addresses,
ports, protocol types, packet counts, byte volumes, and flow characteristics, enabling detailed
evaluation of network behavior. Data analysis and feature exploration are conducted to identify
traffic patterns associated with potential security risks and to assess how these metrics support
the implementation of cybersecurity controls. The results indicate that integrating cybersecurity
controls with network administration improves visibility into network activities and enables
timely detection of abnormal and malicious behavior. Flow-level metrics, including packet rates,
byte distribution, and protocol usage, are effective for intrusion detection attack surfaces, and

protecting critical information assets for administrators and security professionals.

Introduction
Background

Computer networks are essential in aiding contemporary
computer information systems by facilitating communication,
the exchange of data, and access to digital services within
organizations. Networks have gradually become an important
infrastructure that supports applications, databases, cloud
platforms, and remote services as companies continue to rely
on interconnected systems to perform daily business activities.
The fast development of technologies like cloud computing,
mobile devices, Internet of Things (I0T), and remote workplace
has greatly complicated the networks [1]. Although such
developments make it more efficient and scalable, security
risks and vulnerabilities arise. Network security is referred to as
policies, practices, and technologies employed to safeguard
network infrastructure and data transferred over the network
against attacks by unauthorized individuals, mishandling, or
interference. Intranet Traditional network environments were
somewhat stable and were easier to protect using perimeter-
based controls like firewalls and access control lists.
Nevertheless, current networks are very dynamic, distributed,
and heterogeneous, thus becoming more vulnerable to cyber
threats [2]. Attackers currently take advantage of vulnerabilities
on several levels of the network, such as protocols,
applications, and user behavior. Network attack surfaces have
increased the number of cyber-attacks, including malware
infection, data breaches, denial-of-service attacks, and
unauthorized access. Such threats may jeopardize the
confidentiality, integrity, and availability of computer
information systems, leading to lost revenues, business
interruptions, and reputation [3-5] Network security has
therefore become essential for organizations seeking to ensure

that sensitive information is not compromised and system
operations remain stable. Good network security must be
regularly monitored, threats should be detected in time, and
vulnerabilities should be handled proactively [6]. Organizations
should also consider adopting an integrated security approach
rather than relying on specific tools that are not tailored to the
network's evolving environment. This increasing demand to
have strong network protection highlights the significance of
having cybersecurity considerations in the design, operation,
and administration of networks to achieve robust and secure
information systems [7].

Cybersecurity issues on network administration

The main issue of network administration is to provide network
performance, availability, reliability, and efficient exploitation of
resources. The duties of network administrators include
finding solutions to these problems: setting up gadgets, traffic
control, connection security, and fixing malfunctions.
Nevertheless, in most organizations, the duties of cybersecurity
are divided among special security teams, and thus, a disjointed
effort is made to protect the network [8]. This segregation
poses a major challenge to effective and timely security
management. One significant drawback is the inability to have a
real-time view of network activities. In the absence of the
complete involvement of security monitoring in network
administration procedures, the unusual patterns of traffic, as
well as abnormal behaviors, may remain unnoticed until an
incident has already taken place. Also, administrators usually
focus on optimizing performance and uptime, which may lead
to delayed patches, inadequate access controls, or incorrect
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settings that can be used by attackers. These loopholes  effective and sensible approach to securing key information
enhance the security risks of successful cyber-attacks [9]. The  resources, preserving the continuity of services, and having
conventional security strategies that emphasize borderline confidence in online systems.

security measures are also inadequate in the contemporary
network setup. Advanced threats often impact firewalls by
using internal weaknesses, hacked credentials, or encrypted  Although cybersecurity technologies have improved over the
traffic. Detecting insider threats, horizontal network years, breaches of security continue to be witnessed in various
movement, and advanced attack methods further complicate organizations because of the failure to integrate cybersecurity
the issues of detecting threats. The tools or information-based ~ controls and normal network management practices. The
insights to spot these threats may not be available to the  performance, availability, and connectivity are often given
network administrators in the normal operation workflow. The  attention by the network administrators, whereas the security
other problem is the management of massive traffic in monitoring is inactive and piecemeal. The consequences of this
networks created by contemporary systems. The  disconnect are reduced visibility of network threats and a slow
administrators find it difficult to distinguish between normal  response to an incident. Lack of data-based security analysis in
and malicious traffic without automated analysis and built-in ~ day-to-day network management limits early identification of
security measures. The fact that network and security teams do abnormal behavior. To fill this gap, there should be a systematic
not have a coherent coordination of workflows and policies ~ formulation for resolving this gap, whereby cybersecurity
makes the incident response capabilities even weaker [10].  controls are integrated into the network administration
These issues demonstrate that a unified strategy is needed, ~ processes to drive the safety and soundness of computer
which integrates cybersecurity measures into the routine of  information systems.

network management. Through security as an operational issue
and not a distinct operation, organizations are able to enhance
threat recognition, mitigate their vulnerabilities, and improve ~ The key aim of the study is to analyze the adoption of

Problem statements

Research objectives

the overall resilience of the network. cybersecurity controls in network administration practices to
secure computer information systems. The particular research

Value of introducing cybersecurity controls aims of the study are to:

Incorporating cybersecurity measures in the network o Determine the major flow-based features that help in

administration practices is imperative in dealing with the supporting cybersecurity control measures like intrusion

changing threat environment of contemporary computer detection and traffic monitoring.

information systems. With security mechanisms being built
into day-to-day network processes, the administrators are able
to proactively detect, block, and react to cyber threats without
affecting network performance. Such a combination makes « Show how the analysis of the data can strengthen network
security not a process of reaction but an active and dynamic administration and security practices.

network management process [11]. Access management, traffic
monitoring controls, intrusion detection systems, and
Conﬁguration management are also cyberspace security To fulfill the objectives mentioned, the proposed study is aimed
controls that are essential in the security of networks. Access  at addressing the following research questions:

o Test the capability of integrated cybersecurity controls to
monitor the abnormal activities of the network.

Research questions

controls are used to guarantee that only authorized devices « What cybersecurity controls can be part of the normal
and users can access the network resources so that the network administration practices to safeguard computer
chances of unauthorized access are minimized [12]. Traffic information systems?

monitoring and flow analysis allow administrators to view
network behavior, find anomalies, and detect possible attacks
in real time. Intrusion detection systems also help in improving

« What are the most effective network traffic characteristics
that can be used to support intrusion detection and

security by detecting the traffic patterns in order to detect monitoring controls?

known and unknown threats. An integrated approach enables e What is the enhancement or benefit of cybersecurity
network administrators to use the security data in the normal control integration to detect abnormal and malicious
functions like monitoring the performance, updating the network behavior?

configuration, and troubleshooting [13]. This orientation
enhances awareness of the situation and responds to the
incident more quickly. Also, implementing cybersecurity
controls helps minimize the risk of misconfigurations and
policy mismatches that frequently arise when security and  Literature Review
administration functions are isolated [14]. Organizationally,
integration enhances better working efficiency through
reducing unnecessary redundancy and simplifying work  Network security has thus been changing massively in line with
processes. It also facilitates adherence to security policies and  the development of computer networks and the ensuing
regulatory requirements by ensuring uniform enforcement  advancements in cyber threats. The models of early network
across the network [3]. More to the point, coordinated  security were heavily dependent on perimeter-based defenses,
cybersecurity controls enhance the overall security posture of ~ such as firewalls, access control lists, and static filtering
computer information systems by minimizing attack surfaces = mechanisms. Although such solutions worked well in the closed
and improving the resilience of computer systems. In the new  and predictable network settings, they have not been found to
age where cyber-attacks are becoming more intricate and  be effective in the current distributed networks that
demanding, it is no longer a choice to incorporate accommodate cloud computing, mobile access, and
cybersecurity measures in network management [15]. It is an dynamically changing traffic patterns [13]. Modern network

« What is the best way to use data-driven network traffic
analysis to augment proactive security management in
operational networks?

Modern computer network security approaches
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security focuses on the use of layered defense mechanisms  used to enforce access control policies, whereas performance
that secure systems at various points along the network. The  analysis and intrusion detection can be supported by traffic
current methods aim at the protection of the confidentiality, monitoring tools. This integration makes it possible to have a
integrity, and availability of information through the integration ~ coherent picture of the behavior and events of the network in
of preventive, detective, and remediation controls. Such  relation to security. Operational integration is also beneficial in
preventive features as an authentication mechanism, faster incident response and enforcing of the rules in a more
encryption, and network segmentation are designed to prevent  consistent manner. When administrative workflows are in line
unauthorized access [14]. Detective measures like intrusion  with the security controls, the network administrators can
detection systems and traffic monitoring applications analyze  easily detect abnormal behavior and act accordingly. But to
network traffic and data in real time to detect any suspicious  ensure successful integration, processes should be clear, tools
activity. The incident response, recovery, and system  to be used adequately, and decisions should be made based on
restoration after the security incidents are supported by  data. Research shows that those organizations that embrace
corrective controls. Recent research emphasizes the need to  built-in security and management systems have better
have real-time monitoring and dynamic security systems that  detection of threats and minimize exposure to vulnerabilities
can handle changing threats [3]. Sophisticated network  [21]. This literature underscores the importance of models that
security systems are now moving towards behavioral analysis ~ ensure cybersecurity controls are aligned with the network
and anomaly detection systems as a way to detect attacks that ~ administrative practices to increase the security of the
are not detected by standard protection mechanisms. These  computer information systems.

methods take advantage of traffic flow traits, protocols used,
and communication patterns to determine normal and .
malicious activities [15]. Flow-based analysis has received a lot analysis

of attention because it is scalable and can be used in hlgh' Intrusion detection and network security management have
speed networks. Difficulties exist in implementing multilayered become based on network traffic ana]ysis driven by data
security systems on the networks of operation. Most security  analysis. As network traffic volume and variability increase, it is
tools are independent and hence lack integration of visibility ~ no longer possible to efficiently discover sophisticated cyber
and coordination. It is a fragmentation that diminishes the threats using manual inspection and rule-based methods.
efficacy of the network security strategies [16]. As a result,  Data-driven approaches use the data on traffic flows to identify
wonderment is increasing about the necessity of coordinated  patterns, abnormalities, and signs of bad behavior [22]. These
methods that will ensure security mechanisms are  methods can provide valuable insights into network behavior
synchronized with the management of the network operations.  and support active security surveillance. Flow-based analysis
This kind of integration enhances the resilience of computer  concentrates on overall traffic qualities, e.g., the quantity of
information systems against emerging cyber threats, improves  packets, the quantity of bytes exchanged, the type of protocols,
situational awareness, and supports ongoing protection. and the connection time duration. All these features record the
statistical properties of network communications and allow
. monitoring of large network scales [23]. Using data-driven
practices solutions to analyze differences from regular traffic patterns,

Cybersecurity controls are critical mechanisms designed to ~ anomalies can be identified to detect possible intrusions, abuse,
prevent attacks, abuse, and disruption of network resources.  ©T POl}CY violations. This would be especially useffll in the
The controls are usually grouped into technical, administrative, ~ detection of stealth attacks that are not detected by signature-
and operational controls. Firewalls, intrusion detection ~ Pased detection systems. In the recent literature, it is noted
systems, access control mechanisms, and encryption thgt t'rafﬁc 'analys1s is effective when.lmplemented togetber
technologies are some of the technical controls. Examples of ~ With intrusion detection systems to increase the detection
administrative controls include administrative security policies, ~ accuracy. An intrusion detection model based on data may be
procedures, and compliance requirements, whereas examples ~ able to adjust to changing threats by learning from historical
of operational controls are monitoring, maintenance, and traffic patterns and detecting hitherto-unseen attack patterns.
incident response activities [17]. These controls, when This ﬂex1l.)1¥1ty enhances detectlop rates and minimizes the
coordinated in network environments, are needed to provide ~ false positives [24]. The data-informed analysis enables
effective cybersecurity. Network administration practices refer ~ constant vigilance, which enables network administrators to
to the establishment, management, and maintenance of  mMmaintain 51tuat'1onal awareness and act upon threats on the
network infrastructure to achieve maximum functioning and ~ SPOt. Although it has such advantages, data-driven approaches
dependability. Even in traditional networks, availability and have issues associated with data quality, featurc? selection, and
efficiency have been given precedence over security; therefore, ~ Scalability [25]. Larger datasets demand effective methods of
security is usually put as a second consideration by network ~ Preprocessing and apalysm to ‘dete.ct‘thern‘ in time. Also, there is
administrators [18]. This division has seen scanty cooperation @ challenge to combine analytical insights into the management
between network operations and security functions. As a of the opgratlonal petworks: Numerous surveys highlight the
result, security controls are often implemented without neeq to ahgn security analysis bgsed on daFa with the nfstwork
sufficient attention to network workflows, leading to admmlst.ratlon processes to achleve thg hlghest' effectiveness
misconfigurations and decreased effectiveness [19]. Recent ~ [26]. This agreement results in analytical findings that are
studies have highlighted the need to make cybersecurity Franslatc.ed into .practlcal security cont.rolsZ supporting the
controls part of mainstream network management activities, ~ imperative to incorporate cybersecurity in contemporary
Introduction of security measures in the day-to-day operations ~ network settings.

enables administrators to detect threats in the routine
activities of monitoring and maintenance [20]. As an
illustration, centralized network management systems can be Cybersecurity is a pressing issue in contemporary information

Intrusion detection data-driven network traffic

Cybersecurity controls and network administration

Empirical study
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systems, and organizations are turning to the internet to  critical infrastructure, due to which security breaches may
handle sensitive information more than ever before. In the  have a devastating economic and social impact. In the article A
article Cybersecurity in Management Information Systems  Multi-Layered Cybersecurity Model to ERP  Systems
(MIS): Challenges and Best Practices to Protect Data by Nicole ~ Supporting National Critical Infrastructure: Threats,
Kidman [1], the issue of cybersecurity in the context of MISis ~ Challenges, and Solutions by Chandrasekhar Atakari, an
considered through a qualitative research methodology. The  elaborate model of cybersecurity is developed in order to deal
research recognizes data breaches, phishing, ransomware, and  with the increased complexity of threats against Enterprise
insider threats as major threats that can highly affect the  Resource Planning (ERP) systems [6]. The paper highlights that
confidentiality, integrity, and availability of organizational data. =~ the combination of ERP systems and cloud services, 10T, and
It highlights that the old method of providing perimeter-based artificial intelligence has dramatically increased the attack

security is not adequate to deal with the dynamic cyber threat, = space, and a multifaceted security strategy is required. The
and it is important to embrace the best practices such as multi- given model involves preventative, detective, and corrective
layered security architecture, encryption systems, and two-  controls on both physical, network, application, and data layers

factor authentication. The article further emphasizes the  to protect it holistically. The important security mechanisms to
importance of employee awareness and training programs in ~ be discussed are zero-trust architecture, role-based access
minimizing the vulnerabilities that human beings pose and that ~ control, intrusion detection systems, anomaly detection
attackers often exploit. Moreover, regulatory compliance  systems based on Al, and blockchain-based integrity systems
frameworks such as GDPR and HIPAA are considered  [7]. The article emphasizes the need to constantly observe and
necessary instruments for implementing security standards  adopt dynamic security controls to deal with emerging cyber
and safeguarding user privacy. Constant checking and  threats. Through experimental assessment in simulated attack
monitoring, the conduction of regular security audits, and the  conditions, better threat mitigation and system resiliency is
implementation of policies are identified as the needed  realized. The paper highlights the importance of cybersecurity
measures to secure MIS environments. This research focuses  being entrenched at all levels of operation as opposed to being
on  worthwhile  conceptual knowledge, presenting  applied as single-point controls. The results of these findings
cybersecurity as a managerial and technical task and  are highly indicative of the theme of the current study, which is
advocating the necessity of integrated security controls. These ~ the incorporation of cybersecurity controls into network
insights are consistent with the current study's interest in ~ management activity to obtain proactive threat identification,
integrating data-driven cybersecurity controls into operational ~ operational resistance, and the most efficient level of computer
network administration practices to improve the protection of  information system security.

computer information systems.

In a digitized environment, cybersecurity has emerged as a

Cybersecurity is of growing importance as a criterion basic need of safeguarding critical infrastructure and
affecting the organizational decision-making process in  enterprise networks. In the article, Implementing Robust
digitally dependent settings. The role of cybersecurity is ~ Cybersecurity Strategies to Protect Critical Infrastructure and
presented in the article by Adebola Folorunso, in the article ~ Enterprise Networks, by Aryendra Dalal, the author discusses
titled Cybersecurity and Its Global Applicability to Decision  the inability of single-level security systems and highlights the
Making: A Comprehensive Approach in the University System, ~ necessity —of  developing  multi-layered,  multi-tiered
both strategically and institutionally, with specific reference  cybersecurity systems [8]. As the study points out, the current
to academic settings [4]. The paper points out that, given the ~ cyber threats affect both physical and digital resources, and
vast digital infrastructure and data assets, universities are ~ conventional perimeter-based security is no longer effective. It
highly susceptible to cybercrime, and cybersecurity is a  talks of the combination of proactive and reactive security
primary part of institutional controls and decision-making. ~ measures, which are backed by the risk management models
The article highlights that cybersecurity frameworks play a ~ and ongoing monitoring habits. The article focuses on the
major role in strategic planning, resource allocation, and  significance of implementing Zero Trust architecture,
policy development, as they provide risk management and  automation, and innovative technologies like artificial
continuity-of-operations frameworks. It also addresses the intelligence and machine learning to improve the ability to
role of proactive cybersecurity in defending against sensitive ~ detect and prevent threats [8]. The Al- and ML-based systems
student, administrative, and research information as well as are listed as the enabling factors to detect sophisticated attack
facilitating efficient institutional operations [4]. Constant  patterns and react to the threats in real-time. Also, the paper
monitoring, incident response, planning, and stakeholder  discusses how incident response planning, secure network
engagement are recognized as key aspects of effective  architecture, and multilayered defense models can be used to
decisions to be made in cybersecurity. The research  ensure operational resilience. The results emphasize that
recommends a holistic approach in which cybersecurity is ~ cybersecurity is to be constantly adapted to match the
incorporated into daily operations and strategic operations changing methods of attack, but not executed as fixed controls.
and is not a separate technical issue. The insights support the ~ These findings corroborate the theme statement of the current
opinion that cybersecurity needs to be integrated into  study, which is the incorporation of information-based
organizational systems and management practices. The views ~ Cybersecurity measures into the network management
expressed in this publication are consistent with the aim of ~ processes to enhance proactive security, enhance threat
the current study, which entails developing cybersecurity ~ awareness, and maintain the confidentiality and integrity of
controls in the network management practices to improve  computer information systems.
proactive threat.detection, welll—inform(.ed decision-making, Methodology
and overall security of computer information systems.
This study employs a guided research approach to analyze how
cybersecurity controls can be incorporated into network
administration practice to ensure the security of computer

The issue of cybersecurity has become especially urgent
with regard to enterprise systems that sustain a country's
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information systems. The methodology involves quantitative  actual network scenarios and allows a worthwhile comparison
analysis of data and machine learning-based intrusion  of detection. The NF-UNSW-NBI5-V2 dataset can be
detection methods in order to study the actual network traffic ~ considered a solid source for analyzing network behavior,
behavior in practice [7]. The methodology starts with the  intrusion detection models, and evaluating how cybersecurity
choice of a benchmark network security dataset, preprocessing  controls can be integrated into the network administration
of the data, and feature selection to guarantee the reliability of =~ practice.

the analysis. The model of supervised learning is then applied
to categorize traffic over the network into normal and
malicious traffic. Last but not least, several evaluation measures ~ Data preprocessing is a very important process in determining
are used to determine the performance of detection and  the accuracy and reliability of analytical results. The
security effectiveness [27]. This methodological approach  preprocessing step will start with eliminating the irrelevant or
allows the overall analysis of how a data-driven cybersecurity  redundant features that do not add any significant meaning to
control can be used to improve proactive network security and  intrusion detection [33]. This not only minimizes the
assist in sound administrative decision-making. dimensionality of data but also enhances the performance of
calculation without the effect of affecting the value of the
analysis. Encoding techniques are used to encode protocol
identifiers, among other categorical features, into numerical
forms, which can be used in machine learning algorithms [34].
Data types such as packets and bytes are normalized to make
them fall within a range. The feature scaling can make sure that
attributes that have bigger numeric values do not imbalance
the process of learning. Controlled sampling techniques are
used to ensure that the large dataset size is dealt with and the
original class distribution is preserved to enhance training
performance. This maintains the original nature of the data set,
especially the imbalance between classes [35]. Checking for
missing and inconsistent values is also part of preprocessing, as
it checks the integrity of the data. These pre-processing
processes increase the stability of the model, minimize the

Data preprocessing

Research design and approach

The research design is a quantitative, experimental research
design that will seek to assess the effectiveness of integrating
cybersecurity controls into a regular network administration
practice. The research is based on the data and aims at
conducting the empirical analysis of network traffic behavior to
identify normal and malicious activity. The methodology is an
experimental one to apply and test a machine learning-based
intrusion detection mechanism in a controlled analytical
environment [28]. The scientific process is sequential and is
divided into different phases that include the acquisition and
comprehension of data, preprocessing, and identification of
features [5]. The above steps would make sure that the data is
appropriate to model and would be a good representation of - -
network behavior. A supervised learning method is ~ DOIse, ar}d Qetect with greater accuracy [36]. Through data
subsequently implemented, with the help of which the labeled ~ Preparation in a systematic manner, the study ensures that the
network traffic data trains a classification model. The model ~ further feature selection training and model training processes
learns the characteristics of legitimate and malicious traffic ~ Will be performed on a high-quality and trustworthy dataset,
flows, enabling automatic identification of security threats. This ~ Which allows the study to present a strong intrusion detection
can be used to experimentally control the performance of a  analysis.

model in realistic network conditions [29]. Using a set of
evaluation measures, the study evaluates the model's
classification accuracy and its ability to identify uncommon  The feature selection aims at identifying the most useful
attacks [30]. The design allows objective comparison of  network traffic characteristics that can be used in effective
detection performance and gives quantifiable evidence of the intrusion detection. Flow-based features get preference
value of the integration of cybersecurity controls in network because they can capture communication behavior and do not
administration. All in all, the research design will guarantee  require any inspection of the payload. The major attributes, like
systematic analysis, reliability, and applicability to network  the number of packets inbound and outbound, the volume of
security activities in the real world. data in the form of bytes, and protocols, are picked depending
on their implication in the analysis of traffic behavior. These
characteristics are vital attributes of network communication,
This study relies on the NF-UNSW-NBI5-V2 dataset as its  such as intensity of traffic, directionality, and usage pattern of
primary source of data because this source is more relevant  the protocols [37]. A small number of informative features
and applicable in the research on network security. The data ~ chosen helps reduce the model's complexity without
set will consist of network flow records that represent  compromising detection performance. The use of feature
extensive normal and malicious traffic patterns. It involves  engineering is used when required to enhance interpretability
traffic created with the help of various network protocols, and to better represent network behavior. The approach is
services, and attack scenarios, which makes it reflective of the =~ normalized by paying attention to flow-based features, which
actual network environment [31]. The dataset records have  are compatible with the real-world constraints of network
several flow-related attributes, including the number of  administration, where lightweight monitoring is desirable [38].
packets, the number of bytes, protocol identifiers, and  The chosen features empower cybersecurity regulations,
connection-related statistics. These characteristics provide  including traffic surveillance, anomaly detection, and intrusion
detailed information on communication patterns, traffic  identification [39]. The feature selection and engineering
direction, and session characteristics. This dataset is labeled  process, on the whole, guarantees that the model of intrusion
such that it can be utilized in supervised learning methods in  detection is effective and could be integrated into the real-life
order to detect intrusions. The dataset's realism makes it  network administration environment.

particularly appropriate for assessing cybersecurity controls in . . X

a working network [32]. It is a mirror of universal problems, like ~ Mplementation of the machine learning models

the problem of class imbalance, when the normal traffic is
much more than the malicious traffic. This feature reflects the

Selection and engineering of features

Dataset description

The Support Vector Machine (SVM) classifier is utilized as the
main intrusion detection model in the current research. SVM is
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selected because it is a high-dimensional space and has a good ~ network traffic data is at the center of the framework, as it
performance in constructing optimal decision boundaries  reflects the working habits of computer networks. Network
among classes [40]. The network traffic data is labeled with the traffic consists of flow-level information, including the number
labels normal or malicious and is used to train the model to  of packets, volume of bytes, protocol usage, and patterns of
label other network traffic as normal or malicious. Class  communication. These attributes are measurable attributes of
weighting is used in model training to eliminate the problem of =~ network behavior, and they are the input for the security
class imbalance. This method gives more weight to cases of  analysis. In the normal situation, the network traffic is
minority classes that enhances the sensitivity of the model to  predictable in nature as a result of organizational policies and
malicious traffic. The feature-scaled data is applied to  user actions. But ill intentions also create deviations which are
guarantee a smooth model convergence and constant  observable with systematic analysis [49]. The second part of the
performance. The trained SVM model is an automated control ~ framework is preprocessing and feature extraction of data,
solution against cybersecurity and can identify abnormal traffic ~ which converts raw traffic on the network to analytical inputs.
patterns. It can be integrated into network administration  This step guarantees data quality, consistency, and relevance
procedures to be able to monitor the network in real time and  through noise-filtering, coding of categorical variables, and
detect threats beforehand [41]. The structure of the model is ~ normalization of the numeric ones. The feature selection is
focused on both the accuracy in detection and the feasibility of =~ important in drawing attention to the most -effective
the operation; hence it can be implemented into practice in  characteristics of traffic, which can be used in identifying

terms of network security. abnormal behavior [50]. These characteristics facilitate the
. . adoption of cybersecurity measures like traffic monitoring and
Metrics of performance evaluation the detection of an anomaly. The third element is concerned

with cybersecurity controls that are incorporated in network
administration. The controls are intrusion detection
mechanisms, access monitoring, and traffic analysis tools.
These controls will be integrated into the normal network
administration process so that security becomes proactive
instead of reactive [51]. Models based on machine learning, like
SVMs, serve as analytical control that constantly assesses
traffic behavior and identifies malicious and normal network
flows. Security outcomes are the last element of the framework
that involves the enhancement of threat detection accuracy,
shorter response time, and better protection of computer
information systems. The measures of performance evaluation
include recall, precision, Fl-score, and ROC analysis to give
feedback on the efficiency of the integrated controls. This
feedback process allows administrators to optimize policies,
change detection thresholds, and enhance system resilience
[52]. The conceptual model illustrates that successful network
security is realized by the interaction of network data on an
ongoing basis with analytical processing and integrated
cybersecurity controls on one hand and administrative decision
Limitations making on the other hand. In conjunction with data-driven

intrusion detection, network administration practices can
This study is limited in a number of ways, although it has some enhance the role of organizations to protect their
contributions to make. The evaluation is based on one  cyhersecurity status and maintain the confidentiality, integrity,

benchmark dataset, and this might not reflect all the 454 availability of computer information systems (Figure 1).
fluctuations that exist in the actual network setups [46].

Although the dataset is realistic, network traffic patterns and

To assess the performance of the intrusion detection model,
several complementary measures will be used to make sure
that it is considered holistically. A confusion matrix is employed
to examine the results of classification, and it also gives an
understanding of the number of true positives, false positives,
true negatives, and false [42,43]. This measure emphasizes the
accuracy of detection and errors. To consider the trade-off
between true positive and false positive rates at different levels,
receiver Operating Characteristic (ROC) curves are used [44].
Precision recall curves also evaluate the performance of
detection in the case of imbalanced classes. Also, recall and F1-
score measures measure how sensitive the model is to
malicious traffic and precision and recall balance [45]. There
are various evaluation metrics that must be used to guarantee
the real workability of intrusion detection. With the help of this
multi-metric method, it is possible to come to informed
decisions about the effectiveness of implementing machine
learning-based  cybersecurity controls into  network
administration practices.

attack behavior may change over time, potentially impacting ¢ Framewerk: Cypersecurity Controls inte Network Administrasion
the model's generalizability. Besides, the research is based on
binary classification of normal and malicious traffic rather than
multi-class attacks [47]. Offline analysis does not provide an
opportunity to test in real-time performance and scalability. Metwort Tramc Ot | Dt praprecassing & |uegated cyprsscunty confors  sesurty outcomes
These limitations can be overcome in future studies through etz | Leming P SR

the addition of live network data, investigation of more
machine learning models, and analysis of multi-class intrusion
detection.

Conceptual Framework
Figure 1. Conceptual framework for integrating cybersecurity controls
This conceptual framework will aim to explain the connections  into network administration.

among network administration practices, ~cybersecurity The conceptual framework diagram depicts an effective,
controls, data-driven analysis, and the security of computer  cyidence-based strategy of incorporating cybersecurity
information  systems. The framework —shows how the  controls into network administration activities. The first
incorporation of cybersecurity into everyday administration of  f-amework is the network traffic data, which are raw inputs
the network improves detection of threats, monitoring  representing the monitored networks of operation; hence,
effectiveness, and protection of the whole system [48]. The packets, amount of bytes transmitted, protocol usage, and flow
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statistics. These data components represent the basic actions  controls, where intrusion detection systems, traffic monitoring,
of the network communications and form the foundations of = and policy enforcement systems are built into network
security analysis [53]. The second phase is data preprocessing  management processes. The controls allow proactive threat
and feature engineering, which converts raw traffic data into  identification and continuous monitoring [54]. The last stage
useful inputs to the security mechanisms. This phase entails  reflects the security outcomes, which indicate the way
cleaning up the data so that it eliminates noise, coding  integrated controls can result in effective detection of threats,
categorical characteristics into numbers, and normalizing them  lower security risks, and better defense of computer
so that the measures of features are uniform in size. Such  information systems. In general, the framework highlights the
processes enhance the quality of data and data analysis  rational sequence of data collection to the process of security

reliability. The third level emphasizes combined cybersecurity improvement.
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Source: https:/ /www.kaggle.com /datasets /sankurisrinath /nf-unsw-nb15-v2csv

Dataset overview Every flow record is tagged, and supervised learning methods

can be used to categorize traffic as normal or malicious. This
The current study makes use of the NF-UNSW-NBIS-V2  jabeling is critical to training and assessing machine learning
dataset as the main repository of the data on the network  models to be used as cybersecurity controls. On the whole, the
traffic behavior that could be used to analyze and measure the  NF-UNSW-NBI5-V2 data set offers strong and credible

efficiency of cybersecurity controls incorporated into the  background studies in this study. Its extensive set of features,
network administration practices. The dataset is a variation of  extensive scale, and realistic traffic distribution allow
the popular UNSW-NBIS dataset that is specifically aimed at  examining the behavior of the network in detail and
backups of network security and intrusion detection studies. It experimentally testing intrusion detection schemes. Through
is realistic with regard to network conditions as it mimics the  thig dataset, the analysis will guarantee that the results of the
various legitimate and malicious activities of traffic under a analysis are applicable in real-life network administration

controlled experimental setting. The dataset contains a large  contexts and can be used to develop integrated, data-driven
set of network flow records, each of which indicates a network  cyhersecurity solutions.

communication session between network parties [55]. These

records contain many attributes in the form of flows, which are Results
the number of inbound and outbound packets, size in bytes,
protocol identifiers, source and destination addresses, and
session-level statistics. These characteristics can be used to
analyze the patterns of traffic, communication intensity, and
protocol behavior in a fine-grained manner without having to
access the payload data, and therefore, the dataset is well-
suited to a privacy-preserving security analysis. The main
peculiarity of NF-UNSW-NB15-V2 data is the existence of both
normal network activity and diverse types of malicious traffic.
This variation enables intrusion detection models to acquire
valuable differences between normal and abnormal behavior.
There is also a high level of imbalance in classes in the dataset,
where the normal traffic is more common compared to the
attack traffic [56]. This feature is very similar to practice in
network settings and poses a real challenge to the creation and
testing of intrusion detection systems. The data is presented as
an organized CSV, which allows easy data preprocessing,
feature selection, and implementation of machine learning. Analysis of protocol distribution

This is the section of the paper where the findings of the NF-
UNSW-NBI5-V2 data analysis will be discussed to assess the
implementation of cybersecurity controls in network
administration practices. The protocol distribution, traffic
volume, and packet flow analyses were used to investigate the
behavioral patterns in normal and malicious activities [57].
Besides, an intrusion detection model based on a SVM was
deployed to evaluate the usefulness of data-driven security
measures. Confusion matrix, ROC curve, precision-recall curve,
Fl-score, and recall measures were used to evaluate model
performance. The findings offer information on the nature of a
network, showcase the difficulties of intrusion detection under
an unbalanced dataset, and illustrate the role of machine
learning in complementing proactive security surveillance and
safeguarding computer information systems.
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Protocol Distribution In Figure 3, the interdependence between inbound and
1750 outbound traffic volumes in number of bytes between network
1500 4 flows is presented in the NF-UNSW-NBI5-V2 dataset. The

scatter plot indicates that most network communications
involved relatively small data transfers, with the highest
concentration of data points at lower byte values. The trend is
typical of regular operations of the network functions, which

1250 o

1000 o

Frequency

N
w
o

500 include control messages, brief data exchanges, and frequent
250 service requests. A few data points are observed to be distinct
ol [ outliers with a much higher volume of inbound or outbound
“ ' protocor ” bytes. These high values imply that there are some high data

transfers in terms of volume, and this could be related to file
downloads, data backups, or large service responses.

The network protocols distribution of the NF-UNSW-NBI5-v2 ~ Cybersecurity-wise, these spike traffic should be looked at with
is shown in Figure 2. The figure demonstrates a much skewed 2 bit more scrutiny as abnormally high volumes of data can also
distribution whereby one of the protocol categories carries be a sign of malicious actions such as data exfiltration, denial-
most of the network traffic, with the other protocols having a of-service, and illegal bulk transfers. The difference that exists
much lower frequency. This asymmetry indicates the nature of between inbound and outbound traffic also shows differences
the existing enterprise networks in the real world where only a in communication behavior. Some flows will have high inbound
small number of protocols usually do most of the bytes and low outbound response, and some will show the
communication [5]. The prevalence of the main protocol ~ reverse behavior. Such imbalances are significant
demonstrates that the normal network functions are  manifestations to the network administrators, who might show
dependent on the conventional transport mechanisms that are ~ abnormal usage patterns or policy breaches [32]. By
necessary to transmit data and to deliver the services, ~ incorporating the traffic volume analysis into the network
Conversely, the lower rates of the other types of protocols administration, it becomes possible to monitor the.b‘ehavior of
indicate that there was a narrow scope of their usage or the ~ the data flow continuously, as well as to initiate the
protocols were specifically utilized in the network [29]. This is ~ investigation of the suspicious behavior at the earliest stage. On
in line with policy-controlled network administration systems ~ the whole, the findings indicate that traffic volume analysis,
that restrict the use of unusual or even dangerous protocols. inbound and outbound, is a useful element of cybersecurity
Regarding the aspect of cybersecurity, this protocol controls in network administration procedures. Through the
concentration has significant implications for network identification of normal traffic clusters and abnormal outliers,
monitoring and the implementation of security control [30]. the administrators can achieve better monitoring thresholds,
High-frequency protocols have to be inspected constantly better intrusion detection precision, and better proactive
because they are usually attacked by attackers to perform  security ~management. This discussion supports the
malicious actions in the regular traffic streams. On the other  Significance of metrics based on traffic in securing computer
hand, low-frequency protocols are not as prevalent but could ~ information systems and network integrity.

manifest as an anomalous or suspicious action when it does not
follow the expected pattern [31]. These deviations can be

Figure 2. Distribution of protocols in network traffic flows.

Outbound and inbound packet flow analysis

identified and tracked to greatly increase intrusion detection Inbound vs Outbound Packet Flow
and anomaly detection mechanisms. The findings reveal that 700
protocol-level traffic analysis is very useful when it comes to 00 -

incorporating cybersecurity controls into the network
administration practice [32]. Knowing patterns of protocol
usage, network administrators can establish even more .
effective access control policies, optimize firewall rule settings, 1 . -

and have a priority when monitoring resources. The protocol | f' -

distribution analysis demonstrates the significance of the 3 %6 alo  ebs  alo oo 1350 i48o adoo
protocol-conscious security policy in enhancing the security of nBeunD Parker

computer information systems and increasing the active threat ~ Figure 4. Relationship between incoming and outgoing packet flow
detection in the functioning network setup. across the network traffic sessions.

Inbound and outbound traffic volume analysis Figure 4 shows the correlation between the inbound and
outbound traffic of packets in the NF-UNSW-NB15-V2 dataset.
The scatter plot shows that most of the network traffic flows
are located at lower packet counts, meaning that most
communications are short and effective in exchange of packets.
This is common to normal network operation, like
acknowledgment, control signaling, as well as daily client-
- server interactions in managed network environments. In the
plot, one can see several different outliers that represent flows
that have much higher numbers of inbound packets or
00 &= c-= -v = - : outbound packets. The large number of packets in these flows
Inbound Bytes 7 e implies long or repeated communication sessions, which can

be related to activities such as bulk data transfers, network
Figure 3. Relationships of inbound and outbound traffic volume through scanning, probing, or flooding-based attacks. Existence of

network flows. these patterns indicates the relevance of packet-level
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inspection as an auxiliary practice to monitoring at the level of
a single byte. The asymmetry of some flows, where inbound
packets are far greater than outbound packets or the other way
around, is also a good revelation about the communication
behavior. These imbalances can reflect anomalous usage
patterns, poorly configured services, or malicious intent to
overload network resources [33]. A network administration
approach to such deviations would be to monitor them so that
administrators can counter possible threats early enough and
implement the right security measures. Comprehensively, the
findings indicate that packet flow analysis (inbound and
outbound) is essential in the process of incorporating
cybersecurity measures into network administration. Intrusion
detection systems and traffic monitoring tools can enhance the
accuracy of detection by setting baseline behavior on packets
and identifying abnormal behavior. This analysis will aid in the
identification of threats before they occur, enhancing security
operations, and helping to secure computer information
systems.

Malicious and normal traffic distribution analysis

Normal vs Malicious Traffic Distribution
zooo

1750

1500

1250

Label (0 = Normal, 1 = Malicious)

Cla

Figure 5. Allocation of normal and malicious combinatory traffic.

As shown in Figure 5, the distribution of normal and malicious
network traffic in the NF-UNSW-NB15-V2 dataset is as follows.
The bar graph presents a clear picture of a huge imbalance
between the two classes, where normal traffic has the majority
of the network flows, whereas malicious traffic has a much
smaller percentage. This distribution is realistic in operational
network scenarios, in which attacks are relatively infrequent
relative to legitimate network traffic. Normal traffic dominance
underscores the difficulty of intrusion detection systems and
security monitoring tools to detect malicious activity within a
big amount of normal traffic. In terms of cybersecurity, such a
class imbalance may adversely impact detection accuracy,
especially where security mechanisms are based on learning
trends of historical data. This highlights the importance of
strong and highly integrated cybersecurity controls that can
identify any subtle anomaly as opposed to frequency-based or
indicators [34]. The occurrence of a smaller, but substantial,
number of malicious traffic proves that attack patterns are
entrenched in the daily running of networks. By incorporating
cybersecurity  controls into network administration,
administrators can continuously monitor traffic distribution
and modify security policies based on observed behavior. With
the ability to detect anomalies in the anticipated traffic
proportions, network administrators will be in a better position
to determine possible threats and prioritize security responses
[35]. The analysis also justifies the significance of data-driven
security strategies in the management of networks. The use of
traffic class distribution can be used to design intrusion
detectors that are sensitive to the rare cases of attack but keep
the false positives to a minimum. Altogether, the findings
support that the examination of normal and malicious traffic
distribution is a precursor stage to enhancing cybersecurity
measures, augmented threat recognition, and information
system protection on computers in dynamic networks.

The confusion matrix analysis of the SVM-based
intrusion detection model

Confusion Matrix (S¥M-Based Intrusion Detection Model)

True label

1

Predicted label

Figure 6. Confusion matrix that shows SVM classification performance
that is used in network traffic.

Figure 6 shows the confusion matrix of the SVM based
intrusion detection model modeled by using the NF-UNSW-
NB15-V2 dataset. The confusion matrix gives a sensitive
analysis of the performance of the model at classification by
showing the number of properly and incorrectly classified data
of normal and malicious traffic. This model facilitates the
predictive behavior of this model in realistic network
conditions. With the results, one finds that the number of
correctly identified normal cases of traffic is high, which means
that the SVM model is effective in identifying legitimate
network behavior. This is especially valuable in operational
network environments, where it minimizes false alarms and
unnecessary administrative interventions. The fact that
misclassified malicious cases do exist, however, points to the
inherent challenge of identifying rare attack instances in
massively imbalanced data sets. False negatives, which include
malicious traffic being mistakenly identified as normal, are an
important security issue because, in this case, an attack can be
carried out without detection [36]. On the other hand, false
positives, where normal traffic is termed as malicious, may
create overhead within its operations and affect network
performance. The proportions of these types of errors are
critical in determining the feasibility of the cybersecurity
controls incorporated in the network administration practice.
The analysis of the confusion matrix shows that the
performance of the SVM model in terms of classification with
normal traffic is high, although the sensitivity of attacks can be
enhanced [37]. These results manifest the need to integrate
machine learning-acquired intrusion detection with constant
monitoring, policy enforcement, and administration controls.
Incorporating these models into the regular network
administration practices can improve the threat visibility,
accuracy in the response, and the security of the computer
information system.

ROC curve analysis of SVM-based intrusion detection
model

ROC Curve (SVM-Based Intrusion Detection Model)
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Figure 7. ROC curve used to show the performance of SVM model in
detecting intrusion.
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Figure 7 shows the ROC curve of the SWM-based intrusion
detection model that is trained on the NF-UNSW-NBI5-V2
dataset. The ROC curve shows how the true positive rate and
false positive rate change with the classification threshold over
different classification thresholds, which gives a holistic
assessment of the model's capability to differentiate between
normal and malicious network traffic. The curve shows that it
deviates far from the diagonal reference line, which shows that
the SVM model is highly discriminating between the two
classes of traffic. The high true positive rate with comparatively
low false positive rates is an indicator of good performance of
the model in detecting the malicious activity with minimal
error of classifying legitimate traffic as malicious. This
equilibrium is essential where there are operational network
environments, as false alarms can be excessive and end up
overwhelming the network administrators, as well as
diminishing the performance of the system [38]. The region
below the ROC curve (AUC) is a measure of the classification
performance in quantitative terms. A large AUC indicates that
the model will always attribute larger probability scores to
malicious traffic than to normal traffic. This outcome
underscores the applicability of the SVM-based models in
assisting cybersecurity measures like intrusion detection and
traffic monitoring in network administration practice.
Regarding the network security status, the ROC analysis proves
that the inclusion of machine learning-based detection
mechanisms contributes to the improvement of proactive
detection of cyber threats [39]. Administrators can also balance
the rate of detection and false alarms by the ability to change
the decision thresholds according to operational needs. The
analysis of the ROC curves shows that the SVM model could be
trusted in terms of performance when it is used to identify
malicious behavior, which supports its use as an effective tool
of cybersecurity that could help to secure the information
systems of computers in the dynamic network world.

Precision recall curve analysis of the better SVM
intrusion detection model

Precision-Recall Curve (Balanced SVM Intrusion Detection Model)
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Figure 8. Precision-recall curve with better performance of the SVM
intrusion detector.

The precision-recall curve of the enhanced SVM based
intrusion detector model trained on the NF-UNSW-NBI5-V2
dataset is shown in Figure 8. Precision recall curve is of special
interest in measuring model performance where there is a
large imbalance in the data, such as when malicious traffic
forms a small portion of overall network traffic. As opposed to
accuracy or ROC-based measures, this curve is centered on the
trade-off between the sensitivity of detection and the reliability
of prediction of the minority attack class. The curve shows the
SVM model is very precise at low recall rates, meaning that
when the model detects traffic as malicious, it is likely to be
accurate. This is

good practice in any operational network environment, since
the operation of such a network environment is less prone to
false alarms, and it also helps in reducing the load on the
network administrators. Precision, which is the probability that
a particular tag will be correct, decreases slowly as recall
increases, as it becomes harder and harder to detect all the
malicious cases without adding false positives. This tendency is
likely in the case of realistic intrusion detection and becomes a
problem of detecting rare events of attacks [40]. The mean
value of precision displayed in the figure presents a numerical
description of the performance of the model at all decision
levels. The overall accuracy is not that high because there is an
imbalance between the classes, but it proves that the model
can accurately differentiate malicious traffic and normal traffic
compared to random classification. Cybersecurity control-
wise, this analysis would favor the combination of machine
learning-based detection with adaptive thresholding and
administrative control. In general, the analysis of the precision-
recall curves indicates that the enhanced SVM model offers
meaningful intrusion detection features in realistic network
settings that support the significance of data-driven
cybersecurity controls in network administration practices.

F1- Score and recall analysis of the SVM-based
intrusion detection model

Fl-Score and Recall of SVM-Based Intrusion Detection Model
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Figure 8. Fl-score and recall figures that measure the effectiveness of
SVM intrusion detection.

Figure 9 illustrates the values of Fl-score and recall of an
intrusion detection model based on the SVM and built on the
NF-UNSW-NBI5-V2 dataset. These performance measures
present a brief explanation of how well the model detects
malicious network traffic and also balances between prediction
accuracy and sensitivity. The Fl-score integrates precision and
recall in addition to accuracy, which means that it is more
accurate in assessing the performance of the model in case of
class imbalance. Recall metric indicates how well the model can
detect malicious traffic cases. A larger value of the recall is
important to show that the intrusion detection model is
effective in capturing a large percentage of attack events, and
this is important in reducing the occurrence of threats that
have not been detected in real operational network
environments. Nevertheless, maximizing recall can maximize
false positives, and it is important to use recall together with
other measures of evaluation. The Fl score gives an
understanding of the trade-off between the precision and the
recall. The Fl-score that was observed shows that SVM model
has balanced detection ability, the model does not incorrectly
label normal traffic as malicious traffic. Balance is especially
vital to network administrators, as it will assist in effective
security monitoring and reduce unnecessary alerting and
operational overheads [41]. The Fl-score, in conjunction with
the recall analysis, indicates that the SVM model is appropriate
to be implemented into the network administration practice in
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terms of cybersecurity controls. These findings indicate that ~ between the sensitivity of the detection and the false alarms.
composite measures of evaluation should be used in  The effects of imbalance can be alleviated by using techniques
determining the performance of intrusion detection in a  like threshold tuning, class weighting, and complementary
realistic manner. On the whole, the analysis shows that the = monitoring mechanisms. This discussion supports the
SVM-based model can be effectively and confidently used in ~ necessity of dynamic and situational cybersecurity controls
improving the detection of threats, improving cybersecurity  that consider the spatial imbalance in attack event occurrences
measures, and protecting computer-based information  in working networks.

systems in dynamic network environments. . . . .
Intrusion detection with SVM-based detection

Discussion Analysis The SVM-based intrusion detection model shows a high ability

to identify normal and malicious traffic patterns. The results of
the confusion matrix show that the classification of legitimate
Network traffic characteristics analysis gives a basic  network activity is highly accurate, and this is essential in
understanding of the normal and malicious behavior  reducing the false positives and ensuring that the network does
manifestation in operational networks. The measured not get slowed down. Simultaneously, the occurrence of false
distribution of protocols shows that network communicationis  positives among the cases of the attacks indicates the very
characterized by a small set of widely-used protocols, which ~ problematic nature of identifying the presence of subtle or
are typical patterns of enterprise usage [43]. This kind of  unusual malicious behaviors. The analysis of the ROC curve
concentration is a sign that predictable communication  proves that the SVM model can be effectively used to
behavior can be observed in normal conditions, and this is  discriminate between a variety of decision thresholds [48]. A
necessary to create baseline network profiles. Nevertheless, it~ high difference between the actual positive and false positive
is also the basis for vulnerability to attackers hiding malicious  ratios shows that the model can be used to provide real-time
activity amid legitimate-appearing traffic, making it essential to  intrusion detection in different operational conditions. But
monitor continuously. The analysis of the traffic volume and ~ ROC analysis is an incomplete measure of performance in the
packet flow also indicates that the majsority of network  case of class imbalance, which requires supporting evaluation
interactions are characterized by low data volumes and few  statistical measures [49]. The findings indicate that SVM-based
data packet exchanges [45]. Such attributes are common in  detection can be an effective cybersecurity control when
normal processes like service requests, acknowledgments, and ~ embedded in the network administration procedures. It is
control signaling. Conversely, the existence of the high-volume  appropriate to analyze high-dimensional network traffic data
and the high-packet outliers implies that there is a deviation  due to its capabilities of modelling complex boundaries of
from what is expected. Such deviations can be attributed to  decisions. However, the model should be continuously tuned
allowable bulk transfer, but can equally be an indication of = and combined with administrative controls to remain effective
machete actions like scanning, flooding, or data exfiltration  as network conditions and attack patterns change.

actions. In network administration terms, the knowledge of
these traffic peculiarities is essential to take proper
cybersecurity measures. Setting normal traffic baselines helps
administrators to place false positives at a minimum and  The precision-recall analysis will help to gain more insight into
identify anomalies more pI'CCiSCly [46] The ﬁndings affirm that the performance of the intrusion detection model in the
measures of traffic such as protocol usage, volume of bytes,  jmbalanced network environment. The noted trade-off
and packet flow are useful measures to detect deviant behavior.  between precision and recall is an indication of how difficult it
In general, the discussion highlights the significance of  is to increase the attacks detected and decrease false alarms
incorporating the concept of traffic characterization into daily  [44]. Such high accuracy on low recall means that the model is
network management to facilitate proactive security  accurate in detecting malicious traffic, but as recall rises, more
surveillance and decision-making. false positives come about. Fl-score is also a balanced score,
and in this case, both the precision and recall are merged
together to form a single measurement [50]. The findings
The normal and malicious traffic distribution demonstrates a indicate that the SVM model can strike a decent balance, which
high level of class imbalance, which is a typical feature of areal-  implies that the SVM model can adequately identify malicious
world network context. The normal traffic is the greatest part  traffic without being too disruptive to the normal operation of
of network flows, and malicious activities are rare but  the network. Such a balance is especially relevant to network
extremely dangerous. This imbalance is a significant issue for ~ administrators, who have to maintain security alerts as well as
intrusion detection systems because a model trained on this  performance and availability concerns. Regarding the control
kind of data can be biased towards the majority, as a result of =~ aspect of cybersecurity, these metrics state the need to
which it can detect fewer attacks. The findings indicate that the ~ evaluate on a multi-dimensional basis. Using only one
conventional performance measures, like accuracy, may be  performance measure can be inadequate to conclude on
deceptive in asymmetrical situations [47]. An example of this is  system effectiveness [51]. The results indicate that precision-
a model that can be highly accurate in terms of its ability to  recall and Fl-score tests are critical to the evaluation of the
characterize normal traffic, but is not able to identify a  intrusion detection performance in the real world and
significant fraction of malicious behavior. Thus, to assess  threshold choice in practical implementations.

intrusion detection systems, metrics should focus on the
minority classes so that they highlight the performance of
recall, precision, F1- score, and the precision-recall curves. An management
administrative perspective involves identifying imbalances in
classes to choose appropriate detection and evaluation
trategies [48]. The results indicate that the security controls
based on data should be well structured to ensure a balance

Network traffic characteristics analysis

Precision-recall and f1-score analysis insights

Implication of class imbalance of intrusion detection

Implementation of cybersecurity controls in network

The findings all lead to the conclusion that a combination of
cybersecurity measures and controls directly implemented in
network management is highly valuable. The use of traffic
characterization, anomaly detection, and machine learning-
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based intrusion detection complements each other in offering
security layers that strengthen the overall security of the
system. When integrated into regular administration processes,
these controls enable organizations to stop living in a reactive
mode of security measures and shift to a proactive system of
threat management [48]. Network administrators get the
advantage of real-time monitoring of the traffic behavior and
hence respond more quickly to possible threats. Combining the
analytical models enables automated monitoring and enables
the administrators to modify the policies and thresholds
according to the operational requirements [49]. This
interdependence between the automation and human
monitoring enhances security without affecting the network
performance. The results indicate that technical solutions are
not sufficient, but procedural alignment is needed to achieve a
successful integration. Security monitoring cannot be regarded
as an independent operation but as an administrative task. This
combined method improves situational awareness and enables
situational cybersecurity improvement.

Practical and research implications

The discussion shows some practical and research implications
of incorporating cybersecurity controls into network
administration. In practice, the findings indicate that data-
driven analysis can be highly effective in detecting threats and
contributing to inform decision-making [50]. Similar practices
can help organizations to be more visible, respond faster, and
enhance their resiliency in case of cyber threats. In terms of
research, it can be noted that the results are particularly
important as they support the use of realistic datasets and
evaluation metrics that are responsive to the real-life
conditions of operations [51]. The future research can be
focused on hybrid models, a sophisticated feature engineering
process, or adaptive learning methods to enhance the
detection effectiveness further. Further, multi-class attack
classification and real-time deployment application may be of
interest under analysis [52]. On the whole, the current research
can be added to the comprehension of cybersecurity controls,
which can be efficiently incorporated into network
management practices. The findings support the argument of
machine learning and traffic analysis in protecting computer
information systems, which will offer research goals in network
security in future studies.

Future Work

The fact that this work has proven the efficiency of the
combination of cybersecurity controls with network
administration practice based on data-driven intrusion
detection, there are a number of prospects for further research
and improvement [53]. The extension of the suggested method
of intrusion detection to multi-classes is one of the directions.
Although the present research has concentrated on binary
classification of normal and malicious traffic, future research is
able to investigate finer-grained classification of the various
types of attacks [54]. This would give more insight on the
actions of attacks and would be able to carry out more specific
security responses. The other area that can be used in future
work is the incorporation of more machine learning and deep
learning models. Sophisticated models like ensemble learning,
neural networks, and hybrid frameworks of detection may be
assessed and contrasted against the existing model in order to
enhance the detection accuracy and strength [55]. These
techniques can be more effective in capturing complicated and
changing patterns of attacks in huge networks. The
deployment and evaluation of intrusion detection systems in
real-time, on an operational network environment, can also be

a topic of research in the future. Application of the suggested
framework in the live network environment would enable
measurement of scalability, latency, and resource usage [56].
This kind of evaluation is essential in the realization of the
performance of integrated cybersecurity controls in dynamic
traffic environments and operational conditions [57]. Also, an
extension by adding adaptive and automated response
mechanisms is significant. Future systems would be able to
detect threats in addition to automatically initiating mitigation
measures like traffic filtering, access control updates or alert
prioritization. This would further save on the response times
and provide better proactive security management. The use of
other sources of data, including system logs, data on user
behavior, and data on endpoint security, is another possible
direction. By integrating various sources of data, situational
awareness and the number of false positives might be reduced,
as network events may be cross-linked with host-level activity
[58]. Lastly, the emerging threat landscapes can be resolved in
the future through the introduction of continuous learning and
model updating mechanisms into the future work. Due to
changing attack patterns with time, adaptive models with
learning capabilities can ensure effectiveness in detection. All
these future research directions are meant to reinforce the
incorporation of cybersecurity controls within the network
administration and increase the long-term security of
computer information systems.

Conclusion

This study analyzed how cybersecurity controls can be applied
to network management procedures to improve the security of
computer information systems. The research presents how
proactive security mechanisms can be incorporated into daily
administration through the analysis of real-life network traffic,
demonstrating that a data-driven approach enables the
integration of proactive security measures into everyday
operations. The NF-UNSW-NBI5-V2 dataset allowed realistic
assessment of network behavior without compromising
operational environments. Through detailed traffic analysis, the
study highlights the importance of understanding protocol
usage, traffic volume, and packet flow patterns to define
baseline network behavior. These insights help optimize
anomaly detection and support informed security decisions. A
SVM-based intrusion detection model further confirms the
effectiveness of machine learning in identifying malicious
traffic. Performance evaluation using multiple metrics,
including confusion matrix, ROC curve, precision-recall
analysis, Fl-score, and recall, provides a comprehensive
assessment of detection capability, particularly under class
imbalance conditions. The results show that integrating
cybersecurity controls into network administration improves
early threat detection, reduces reliance on reactive security
mechanisms, and enhances overall system security. The study
emphasizes that security should be an integral part of network
management rather than a separate function. Data
preprocessing, feature selection, and continuous monitoring
are critical for effective implementation. Although limited by
the use of a single dataset and offline evaluation, the proposed
framework remains significant and highlights opportunities for
further development. This research contributes to
understanding how data-driven cybersecurity controls can be
effectively adapted to network administration practices,
helping build more secure, adaptive, and resilient computer
information systems.
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	settings that can be used by attackers. These loopholes enhance the security risks of successful cyber-attacks [9]. The conventional security strategies that emphasize borderline security measures are also inadequate in the contemporary network setup. Advanced threats often impact firewalls by using internal weaknesses, hacked credentials, or encrypted traffic. Detecting insider threats, horizontal network movement, and advanced attack methods further complicate the issues of detecting threats. The tools or information-based insights to spot these threats may not be available to the network administrators in the normal operation workflow. The other problem is the management of massive traffic in networks created by contemporary systems. The administrators find it difficult to distinguish between normal and malicious traffic without automated analysis and built-in security measures. The fact that network and security teams do not have a coherent coordination of workflows and policies makes the incident response capabilities even weaker [10]. These issues demonstrate that a unified strategy is needed, which integrates cybersecurity measures into the routine of network management. Through security as an operational issue and not a distinct operation, organizations are able to enhance threat recognition, mitigate their vulnerabilities, and improve the overall resilience of the network.
	Value of introducing cybersecurity controls
	Incorporating cybersecurity measures in the network administration practices is imperative in dealing with the changing threat environment of contemporary computer information systems. With security mechanisms being built into day-to-day network processes, the administrators are able to proactively detect, block, and react to cyber threats without affecting network performance. Such a combination makes security not a process of reaction but an active and dynamic network management process [11]. Access management, traffic monitoring controls, intrusion detection systems, and configuration management are also cyberspace security controls that are essential in the security of networks. Access controls are used to guarantee that only authorized devices and users can access the network resources so that the chances of unauthorized access are minimized [12]. Traffic monitoring and flow analysis allow administrators to view network behavior, find anomalies, and detect possible attacks in real time. Intrusion detection systems also help in improving security by detecting the traffic patterns in order to detect known and unknown threats. An integrated approach enables network administrators to use the security data in the normal functions like monitoring the performance, updating the configuration, and troubleshooting [13]. This orientation enhances awareness of the situation and responds to the incident more quickly. Also, implementing cybersecurity controls helps minimize the risk of misconfigurations and policy mismatches that frequently arise when security and administration functions are isolated [14]. Organizationally, integration enhances better working efficiency through reducing unnecessary redundancy and simplifying work processes. It also facilitates adherence to security policies and regulatory requirements by ensuring uniform enforcement across the network [3]. More to the point, coordinated cybersecurity controls enhance the overall security posture of computer information systems by minimizing attack surfaces and improving the resilience of computer systems. In the new age where cyber-attacks are becoming more intricate and demanding, it is no longer a choice to incorporate cybersecurity  measures  in  network management [15]. It  is an
	effective and sensible approach to securing key information resources, preserving the continuity of services, and having confidence in online systems.

	Problem statements
	Although cybersecurity technologies have improved over the years, breaches of security continue to be witnessed in various organizations because of the failure to integrate cybersecurity controls and normal network management practices. The performance, availability, and connectivity are often given attention by the network administrators, whereas the security monitoring is inactive and piecemeal. The consequences of this disconnect are reduced visibility of network threats and a slow response to an incident. Lack of data-based security analysis in day-to-day network management limits early identification of abnormal behavior. To fill this gap, there should be a systematic formulation for resolving this gap, whereby cybersecurity controls are integrated into the network administration processes to drive the safety and soundness of computer information systems.

	Research objectives
	The key aim of the study is to analyze the adoption of cybersecurity controls in network administration practices to secure computer information systems. The particular research aims of the study are to:
	Determine the major flow-based features that help in supporting cybersecurity control measures like intrusion detection and traffic monitoring.
	Test the capability of integrated cybersecurity controls to monitor the abnormal activities of the network.
	Show how the analysis of the data can strengthen network administration and security practices.

	Research questions
	To fulfill the objectives mentioned, the proposed study is aimed at addressing the following research questions:
	What cybersecurity controls can be part of the normal network administration practices to safeguard computer information systems?
	What are the most effective network traffic characteristics that can be used to support intrusion detection and monitoring controls?
	What is the enhancement or benefit of cybersecurity control integration to detect abnormal and malicious network behavior?
	What is the best way to use data-driven network traffic analysis to augment proactive security management in operational networks?

	Literature Review
	Modern computer network security approaches
	Network security has thus been changing massively in line with the development of computer networks and the ensuing advancements in cyber threats. The models of early network security were heavily dependent on perimeter-based defenses, such as firewalls, access control lists, and static filtering mechanisms. Although such solutions worked well in the closed and predictable network settings, they have not been found to be effective in the current distributed networks that accommodate cloud computing, mobile access, and dynamically  changing traffic patterns [13]. Modern network
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	security focuses on the use of layered defense mechanisms that secure systems at various points along the network. The current methods aim at the protection of the confidentiality, integrity, and availability of information through the integration of preventive, detective, and remediation controls. Such preventive features as an authentication mechanism, encryption, and network segmentation are designed to prevent unauthorized access [14]. Detective measures like intrusion detection systems and traffic monitoring applications analyze network traffic and data in real time to detect any suspicious activity. The incident response, recovery, and system restoration after the security incidents are supported by corrective controls. Recent research emphasizes the need to have real-time monitoring and dynamic security systems that can handle changing threats [3]. Sophisticated network security systems are now moving towards behavioral analysis and anomaly detection systems as a way to detect attacks that are not detected by standard protection mechanisms. These methods take advantage of traffic flow traits, protocols used, and communication patterns to determine normal and malicious activities [15]. Flow-based analysis has received a lot of attention because it is scalable and can be used in high-speed networks. Difficulties exist in implementing multilayered security systems on the networks of operation. Most security tools are independent and hence lack integration of visibility and coordination. It is a fragmentation that diminishes the efficacy of the network security strategies [16]. As a result, wonderment is increasing about the necessity of coordinated methods that will ensure security mechanisms are synchronized with the management of the network operations. This kind of integration enhances the resilience of computer information systems against emerging cyber threats, improves situational awareness, and supports ongoing protection.
	Cybersecurity controls and network administration practices
	Cybersecurity controls are critical mechanisms designed to prevent attacks, abuse, and disruption of network resources. The controls are usually grouped into technical, administrative, and operational controls. Firewalls, intrusion detection systems, access control mechanisms, and encryption technologies are some of the technical controls. Examples of administrative controls include administrative security policies, procedures, and compliance requirements, whereas examples of operational controls are monitoring, maintenance, and incident response activities [17]. These controls, when coordinated in network environments, are needed to provide effective cybersecurity. Network administration practices refer to the establishment, management, and maintenance of network infrastructure to achieve maximum functioning and dependability. Even in traditional networks, availability and efficiency have been given precedence over security; therefore, security is usually put as a second consideration by network administrators [18]. This division has seen scanty cooperation between network operations and security functions. As a result, security controls are often implemented without sufficient attention to network workflows, leading to misconfigurations and decreased effectiveness [19]. Recent studies have highlighted the need to make cybersecurity controls part of mainstream network management activities. Introduction of security measures in the day-to-day operations enables administrators to detect threats in the routine activities of monitoring and maintenance [20]. As an illustration, centralized  network  management  systems can be
	used to enforce access control policies, whereas performance analysis and intrusion detection can be supported by traffic monitoring tools. This integration makes it possible to have a coherent picture of the behavior and events of the network in relation to security. Operational integration is also beneficial in faster incident response and enforcing of the rules in a more consistent manner. When administrative workflows are in line with the security controls, the network administrators can easily detect abnormal behavior and act accordingly. But to ensure successful integration, processes should be clear, tools to be used adequately, and decisions should be made based on data. Research shows that those organizations that embrace built-in security and management systems have better detection of threats and minimize exposure to vulnerabilities [21]. This literature underscores the importance of models that ensure cybersecurity controls are aligned with the network administrative practices to increase the security of the computer information systems.

	Intrusion detection data-driven network traffic analysis
	Intrusion detection and network security management have become based on network traffic analysis driven by data analysis. As network traffic volume and variability increase, it is no longer possible to efficiently discover sophisticated cyber threats using manual inspection and rule-based methods. Data-driven approaches use the data on traffic flows to identify patterns, abnormalities, and signs of bad behavior [22]. These methods can provide valuable insights into network behavior and support active security surveillance. Flow-based analysis concentrates on overall traffic qualities, e.g., the quantity of packets, the quantity of bytes exchanged, the type of protocols, and the connection time duration. All these features record the statistical properties of network communications and allow monitoring of large network scales [23]. Using data-driven solutions to analyze differences from regular traffic patterns, anomalies can be identified to detect possible intrusions, abuse, or policy violations. This would be especially useful in the detection of stealth attacks that are not detected by signature-based detection systems. In the recent literature, it is noted that traffic analysis is effective when implemented together with intrusion detection systems to increase the detection accuracy. An intrusion detection model based on data may be able to adjust to changing threats by learning from historical traffic patterns and detecting hitherto-unseen attack patterns. This flexibility enhances detection rates and minimizes the false positives [24]. The data-informed analysis enables constant vigilance, which enables network administrators to maintain situational awareness and act upon threats on the spot. Although it has such advantages, data-driven approaches have issues associated with data quality, feature selection, and scalability [25]. Larger datasets demand effective methods of preprocessing and analysis to detect them in time. Also, there is a challenge to combine analytical insights into the management of the operational networks. Numerous surveys highlight the need to align security analysis based on data with the network administration processes to achieve the highest effectiveness [26]. This agreement results in analytical findings that are translated into practical security controls, supporting the imperative to incorporate cybersecurity in contemporary network settings.

	Empirical study
	Cybersecurity  is  a pressing issue in contemporary information
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	information systems. The methodology involves quantitative analysis of data and machine learning-based intrusion detection methods in order to study the actual network traffic behavior in practice [7]. The methodology starts with the choice of a benchmark network security dataset, preprocessing of the data, and feature selection to guarantee the reliability of the analysis. The model of supervised learning is then applied to categorize traffic over the network into normal and malicious traffic. Last but not least, several evaluation measures are used to determine the performance of detection and security effectiveness [27]. This methodological approach allows the overall analysis of how a data-driven cybersecurity control can be used to improve proactive network security and assist in sound administrative decision-making.
	Research design and approach
	The research design is a quantitative, experimental research design that will seek to assess the effectiveness of integrating cybersecurity controls into a regular network administration practice. The research is based on the data and aims at conducting the empirical analysis of network traffic behavior to identify normal and malicious activity. The methodology is an experimental one to apply and test a machine learning-based intrusion detection mechanism in a controlled analytical environment [28]. The scientific process is sequential and is divided into different phases that include the acquisition and comprehension of data, preprocessing, and identification of features [5]. The above steps would make sure that the data is appropriate to model and would be a good representation of network behavior. A supervised learning method is subsequently implemented, with the help of which the labeled network traffic data trains a classification model. The model learns the characteristics of legitimate and malicious traffic flows, enabling automatic identification of security threats. This can be used to experimentally control the performance of a model in realistic network conditions [29]. Using a set of evaluation measures, the study evaluates the model's classification accuracy and its ability to identify uncommon attacks [30]. The design allows objective comparison of detection performance and gives quantifiable evidence of the value of the integration of cybersecurity controls in network administration. All in all, the research design will guarantee systematic analysis, reliability, and applicability to network security activities in the real world.

	Dataset description
	This study relies on the NF-UNSW-NB15-V2 dataset as its primary source of data because this source is more relevant and applicable in the research on network security. The data set will consist of network flow records that represent extensive normal and malicious traffic patterns. It involves traffic created with the help of various network protocols, services, and attack scenarios, which makes it reflective of the actual network environment [31]. The dataset records have several flow-related attributes, including the number of packets, the number of bytes, protocol identifiers, and connection-related statistics. These characteristics provide detailed information on communication patterns, traffic direction, and session characteristics. This dataset is labeled such that it can be utilized in supervised learning methods in order to detect intrusions. The dataset's realism makes it particularly appropriate for assessing cybersecurity controls in a working network [32]. It is a mirror of universal problems, like the problem of class imbalance, when the normal traffic is much  more  than the malicious traffic. This feature reflects the
	actual network scenarios and allows a worthwhile comparison of detection. The NF-UNSW-NB15-V2 dataset can be considered a solid source for analyzing network behavior, intrusion detection models, and evaluating how cybersecurity controls can be integrated into the network administration practice.

	Data preprocessing
	Data preprocessing is a very important process in determining the accuracy and reliability of analytical results. The preprocessing step will start with eliminating the irrelevant or redundant features that do not add any significant meaning to intrusion detection [33]. This not only minimizes the dimensionality of data but also enhances the performance of calculation without the effect of affecting the value of the analysis. Encoding techniques are used to encode protocol identifiers, among other categorical features, into numerical forms, which can be used in machine learning algorithms [34]. Data types such as packets and bytes are normalized to make them fall within a range. The feature scaling can make sure that attributes that have bigger numeric values do not imbalance the process of learning. Controlled sampling techniques are used to ensure that the large dataset size is dealt with and the original class distribution is preserved to enhance training performance. This maintains the original nature of the data set, especially the imbalance between classes [35]. Checking for missing and inconsistent values is also part of preprocessing, as it checks the integrity of the data. These pre-processing processes increase the stability of the model, minimize the noise, and detect with greater accuracy [36]. Through data preparation in a systematic manner, the study ensures that the further feature selection training and model training processes will be performed on a high-quality and trustworthy dataset, which allows the study to present a strong intrusion detection analysis.

	Selection and engineering of features
	The feature selection aims at identifying the most useful network traffic characteristics that can be used in effective intrusion detection. Flow-based features get preference because they can capture communication behavior and do not require any inspection of the payload. The major attributes, like the number of packets inbound and outbound, the volume of data in the form of bytes, and protocols, are picked depending on their implication in the analysis of traffic behavior. These characteristics are vital attributes of network communication, such as intensity of traffic, directionality, and usage pattern of the protocols [37]. A small number of informative features chosen helps reduce the model's complexity without compromising detection performance. The use of feature engineering is used when required to enhance interpretability and to better represent network behavior. The approach is normalized by paying attention to flow-based features, which are compatible with the real-world constraints of network administration, where lightweight monitoring is desirable [38]. The chosen features empower cybersecurity regulations, including traffic surveillance, anomaly detection, and intrusion identification [39]. The feature selection and engineering process, on the whole, guarantees that the model of intrusion detection is effective and could be integrated into the real-life network administration environment.

	Implementation of the machine learning models
	The Support Vector Machine (SVM) classifier is utilized as the main intrusion detection model in the current research. SVM is


	Figure 1. Conceptual framework for integrating cybersecurity controls into network administration.
	Malicious and normal traffic distribution analysis
	Figure 5. Allocation of normal and malicious combinatory traffic.
	Figure 6 shows the confusion matrix of the SVM based intrusion detection model modeled by using the NF-UNSW-NB15-V2 dataset. The confusion matrix gives a sensitive analysis of the performance of the model at classification by showing the number of properly and incorrectly classified data of normal and malicious traffic. This model facilitates the predictive behavior of this model in realistic network conditions. With the results, one finds that the number of correctly identified normal cases of traffic is high, which means that the SVM model is effective in identifying legitimate network behavior. This is especially valuable in operational network environments, where it minimizes false alarms and unnecessary administrative interventions. The fact that misclassified malicious cases do exist, however, points to the inherent challenge of identifying rare attack instances in massively imbalanced data sets. False negatives, which include malicious traffic being mistakenly identified as normal, are an important security issue because, in this case, an attack can be carried out without detection [36]. On the other hand, false positives, where normal traffic is termed as malicious, may create overhead within its operations and affect network performance. The proportions of these types of errors are critical in determining the feasibility of the cybersecurity controls incorporated in the network administration practice. The analysis of the confusion matrix shows that the performance of the SVM model in terms of classification with normal traffic is high, although the sensitivity of attacks can be enhanced [37]. These results manifest the need to integrate machine learning-acquired intrusion detection with constant monitoring, policy enforcement, and administration controls. Incorporating these models into the regular network administration practices can improve the threat visibility, accuracy in the response, and the security of the computer information system.
	ROC curve analysis of SVM-based intrusion detection model
	Figure 7 shows the ROC curve of the SWM-based intrusion detection model that is trained on the NF-UNSW-NB15-V2 dataset. The ROC curve shows how the true positive rate and false positive rate change with the classification threshold over different classification thresholds, which gives a holistic assessment of the model's capability to differentiate between normal and malicious network traffic. The curve shows that it deviates far from the diagonal reference line, which shows that the SVM model is highly discriminating between the two classes of traffic. The high true positive rate with comparatively low false positive rates is an indicator of good performance of the model in detecting the malicious activity with minimal error of classifying legitimate traffic as malicious. This equilibrium is essential where there are operational network environments, as false alarms can be excessive and end up overwhelming the network administrators, as well as diminishing the performance of the system [38]. The region below the ROC curve (AUC) is a measure of the classification performance in quantitative terms. A large AUC indicates that the model will always attribute larger probability scores to malicious traffic than to normal traffic. This outcome underscores the applicability of the SVM-based models in assisting cybersecurity measures like intrusion detection and traffic monitoring in network administration practice. Regarding the network security status, the ROC analysis proves that the inclusion of machine learning-based detection mechanisms contributes to the improvement of proactive detection of cyber threats [39]. Administrators can also balance the rate of detection and false alarms by the ability to change the decision thresholds according to operational needs. The analysis of the ROC curves shows that the SVM model could be trusted in terms of performance when it is used to identify malicious behavior, which supports its use as an effective tool of cybersecurity that could help to secure the information systems of computers in the dynamic network world.
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