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ABSTRACT
Phishing detection focusses on identifying one of the most common and emerging forms of
cybercrime exploits user in a fake form. Manual detection strategies do not dynamic phishing
attacks, particularly when criminals understand web page structures and textual content. To
solve this problem, this research proposes a phishing recognition framework leveraging web
page code and textual features using Recurrent Neural Network (RNN) technique in global
phishing discovery that uses web page code and textual content. By adding structural attributes
of code in HTML with meaning representations of textual content, the design effectively trains
sequential dependencies and contextual relationships that differentiate phishing pages from
lawful page. Experimental evaluation using benchmark phishing data shows that the proposed
RNN-based framework performs better than (ML) Analysis. The investigations show the
potential of (DL) models in improving web security, offering a scalable and strong solution for
phishing detection software across diverse global cyber communities.

Introduction
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Phishing websites are common cyber threat that attacks both
individual and organizations in this present generation.
Attackers use different strategies like fake emails, social
engineering and harmful hyperlink to deceive the victims in
order to carry out their Scams. The fake websites resemble the
real websites and deceive the users into sharing sensitive
credentials data through the user’s password or financial
details [1].
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    Phishing is one of the common to cybersecurity by exploring
the credentials clients’ credentials ignorantly and surrender
their personal data. (RNNs) have gained recognition as
powerful tools for detecting cyber-attacks [3].

 Cyber attackers use modern methods to distort
communication, always using malware and phishing methods,
intending to steal important data, emphasizing the justification
of serious cyber threat methods and increased client
awareness to guarantee the internet’s ongoing benefits while
reducing the related risks. These lead to serious information by
tracking client’s phishing sites. The procedures of web page
phishing are usually conducted in a typical manner. The
attackers send out link that mimics the normal web and
watches for victims. When a user falls for the phishers threats
and believes the mimicked page, the attacker is successful; the
phisher targets the user to steal the credentials of the victim.

    Detecting websites phishing is crucial for protecting sensitive
data like personal information and financials details. It helps to
maintain trust and good reputation for both industrial and
individuals from cyber attackers [2].

  Furthermore, phishing websites leverage an advantages of
security alerts like File Transfer protocol, Hypertext Transfer
Protocol Secure (HTTPS) and a green lock, making the situation
a problem for the clients to differentiate between legitimate
and illegitimate websites [2].

    The capabilities of RNN in the previous research was used for
enhancing the performance of phishing websites discovery
systems in terms of robustness, flexibility and accuracy. The
study proposes a novel model for identifying phishing within
the context of RNN framework compare to traditional
classification methods by using web content [4].

   Cyber-attacks have posed significant threats to organization
and individuals which leads to financial losses and less reliance
and absolute trust on online communications. These attacks
leverage system vulnerabilities and human mistakes which the
attacker used to gain access. Organization and individuals must
be vigilant of the current nature of cyber attacks and
implement effective necessary measures to alleviate the impact
of the phishing attacks [5].

Problem Statement
Phishing attack persists as a major challenge in cyber security,
using deceptive web page structures and confusing textual
content to steal critical client’s credentials. Based on the
deployment of numerous detection models, that characterize
sophisticated phishing methods. These challenges are further
compounded in a global context, where difference in web
design, and linguistic diversity, and evolving criminals’
strategies reduce the accuracy and generalizability of existing
solutions, Furthermore,  there  is  a  need  for  higher  detection 
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ML techniques. At the feature selection stage of the ML
pipeline, Recursive Feature Elimination (RFE) can be used to
remove the redundant from the datasets. Datasets were
acquired from Phish Tank and Alexa data. Among the evaluated
models, Random Forest classifier performed best than others
model with an accuracy of 97.5% in a cloud environment [9].

models capable of learning sequential and contextual
dependencies within both web page source code and textual
content to encourage the robustness, scalability, and
adaptability.

The aim of this study is to develop a phishing recognition
framework leveraging web pages code and textual features
using recurrent neural network technique for enhancing
robustness, accuracy and flexibility.

Objectives

To gather and preprocess benchmark phishing and genuine
web datasets, capturing both HTML code structures and
textual content.

To design a RecurrentNeural Network (RNN) based model
capable of learning sequential and contextual
dependencies from the integrated features.

Model Optimization and Performance Enhancement.

Model evaluation using standard metrics.

Literature Review

Phishing is a cyberattack where attackers impersonate big
organizations to gain access to client’s confidential personal
data. Phishing has emerged as one of the major current era
caused by existence of internet and dependent on online
transactions which led to significant rise in phishing attacks [3].

    In another study explored on protecting and saving sensitive
datasets from being used legitimately has become a problem
task. Small safeguarding data can be exploited by phishing
attacks to expose sensitive data such as passwords or financial
credentials data to an attacker. Phishing has now proven so
successful, that it is the most attacker vector [6].

 In a related development, posited a rapidly rising in
cyberspace, The author declared that phishing attacks have
caused a considerable financial damage on organizations and
individuals. The attackers use different strategies to steal
sensitive data through fraudulent websites, emails and instant
messages [7].

   In similar research by proposed a framework for detecting
genuine and phishing URLs by using the data containing
spyware and malwares. Furthermore, Pharming Universal
Resources Locator sourced from the open-source Phish Tank
site available in the formats like JSON, CSV, and XLS which are
incorporated into the dataset [7].

 Furthermore, proposes Internet has opened up new
opportunities, it has also led to a rise in cyber-attacks. One
common and serious threat is phishing, where attackers uses
confusing link to explore important data from the users. This
research addresses pharming Challenges introducing a higher
identifying system that actually focuses on HTML content. The
contribution extends to establishing an up-to-date dataset,
which were openly share with the community [8].

  Another contributor presents a study on web phishing
detection using five ML classifiers. The research explored
the Phish Tank dataset of 3000 URLs. In addition, Ahammad
et al, provided  detailed  analysis  of  URLs  recognition using   

   In a related study, Jain presented an improved approach for
detecting web Phishing pages with Machine Learning
algorithms. The work used an effective feature of ensemble
algorithms to identify Zero-Day attack and utilized the Alexa
datasets. The model used five ML classifiers, and the Random
Forest classifier achieving the highest accuracy of 93.85% [9].

  A similar work explores by architecture of the proposed
model comparing data collection, data preprocessing, feature
extraction [9]. deep learning classifiers, optimization and
performance evaluation as illustrated in figure 3. Acquisition of
datasets module collects data from different sources and
organizes it into primary dataset. The data collected is cleaned
and preprocessed, then key features are extracted, Deep
learning algorithms with an optimization technique are used to
develop the framework for evaluating performance in
detecting planning attacks, as shown in figure 1.

Figure 1. Proposed model.

proposes the sample URL image represents the structure of a
simple URL, the actual URLs an have a significantly morre
complex organization as shown in the figure 2. Domain experts
can identify features which includes path, domain name, top
level domain, second level domain, subdomainand protol. The
research combines expert knowledge with a machine learning
features engineering algorithm [10].

Figure 2. Simple URL example breakdown which includes
the protocol, subdomain, second-level domain, domain
name, top-level domain and path.

    In addition, Proposes Phishing URLs that are commonly used
by online fraudsters to trick the users into clicking or visiting
fraudulent web pages that imitates genuine web and appear
almost similar [11]. This deception succeeds because users do
not verify the URLs very well due carelessness or ignorant.
Attackers misled the users with convincing fraudulent pages by
duplicating authentic websites, as shown in Figure 3 below.
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Figure 3. Pharming websites sample.  Table 1 . Demographic details of the phishing datasets.

Data source Legitimate URLs Phishing URLs

PhishTank 1,600 2,000

OpenPhish 400 1,000

Total 2,000 3,000
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Data acquisition
The methodology structures are:

System analysis and design

Phishing websites and legitimate ones are similar; attackers
replicate legitimate sites with high precision and making it
difficult for users to differentiate between the two sites [12].

Methodology
This section translates theoretical foundations of cybercrime,
information security, and sequential learning into a practical
framework for phishing detection. Given that phishing attacks
exploit both structural manipulation of web pages and
semantic deception [13]. The research proposes a Recurrent
Neural Network (RNN) based model that integrates webpage
source code and textual content features into a unified deep
learning framework. The methodology is broken down into
four key phases, including capturing both HTML code
structures and textual content into structured sequential data
suitable for designing an RNN model, RNN based model design,
model optimization and performance enhancement, and model
evaluation and combative analysis [14].

Figure 4. RNN-based model workflow diagram.

This proposed model adopts the qualitative experimental
research design to develop and evaluate a Recurrent Neural
Network (RNN) based on phishing detection framework. Figure
4 shows the model of Webpage HTML code and text content
features that were used to detect phishing websites.

cybersecurity repositories like Phish Tank and Open Phish,
which monitor and report verified phishing URLs. Furthermore,
the legitimate website samples are gathered from Alexa
Internet rankings. The dataset is balanced to ensure equal
representation of phishing and genuine samples in order to
reduce classification bias, avoid data memorization and
improve model reliability.

  The PhishTank and OpenPhish provide real-time verified
phishing URLs and OpenPhish maintained curated phishing
URLs dataset. The total datasets include 5,000 samples of
3,000 phishing websites and 2,000 legitimate websites. The
datasets are balanced between the HTML code and Textual
datasets in Table 1.

Data preprocessing
The raw web data are transformed into structured sequential
formats suitable for RNN training processing. The websites
HTML codes undergo processing to extract the structure
elements like <iframe>, <label>, <input>, <form> and <script>
tags. These HTML tags are tokenized and converted into
ordered sequences to preserve structure dependencies. The
tags were tokenized and normalized to get the structure that
will make training to be easy for a recurrent neural network.

  The concept of “automated gatekeeping” has emerged to
describe how algorithms rather than editors now control what
information reaches the public [15]. This shift in power
dynamics has profound implications for democratic discourse,
especially when commercial or political interests influence
algorithmic design.

Model selection
The selection strategy enables the RNN model to identify
phishing websites more effectively than shallow learning
methods.

The RNN variants are:

Input layer : Receives each element of the sequence at a time.

Hidden layer : This is the core area of the RNN model where
the data learn the hidden pattern in datasets rather than
memorizing the data.

Output layer : The model generates a prediction and
classification based on the current hidden station learned by
the model.

The data collected contains both legitimate and phishing
websites  collected  from  publicly  available  and  reliable Figure 5. Recurrent neural networkRNNs.
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Optimization and regularization

Figure 6. Demographics detail of the datasets for training.

Infrastructure

 Table 2 . Result of the model.

Metrics Values

accuracy 94

precision 92

recall 96

f1-score 94
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  This methodology enhances the model’s generalization to
unseen data, enables reliable phishing recognition systems in a
genuine settingand support robust,scalable deployment.
Performance evaluation accuracy is achieved if the datasets are
well balanced. The graph is illustrated in the figure 6.

After designing the RNN based model, optimization techniques
are applied to improve performance and generalization. To
safeguard against overfitting, regularization techniques like
dropout layers are embedded into the model. In addition,
training is stopped using early stopping when validation
performance no longer improves. Cross validation techniques,
specifically five-fold cross validation will also be applied in the
training to ensure robustness and reduce variance in model
training and evaluation. The optimization strategies collectively
improve the model accuracy and stability.

Training, validation and testing

Effective training of data using a Recurrent Neural Network
(RNNs) for phishing URL recognition necessitates a systematic
approach to achieve good generalization while avoiding
overfitting and underfitting. The strategy involves dividing the
dataset and validate and applying cross-validation to assess
model stability.

Model Training Division is Train / Validation / Test – 70 / 20 /
10.

   Effectively training data using a Recurrent Neural Network
(RNN) for phishing website detection necessitates a systematic
approach to achieve good generalization while preventing
underfitting and overfitting. 

Evaluation metrics analysis

The model, after training, validation and testing is assessed
using classification metrics, a confusion matrix is used to
explain the true positives, true negatives, false positives and
false negatives. Classification effectiveness is measured using
accuracy, precision, recall and F1-score.

Final model

The final step involves deploying the model for phishing
website recognition which involves evaluating technical
feasibility, computational requirements, time processing
capability and usability. The Trained RNN model can perform
effectively in a practical cybersecurity environment. It returns
phishing probability and classification label (Phishing /
Legitimate). This can be integrated with security dashboards or
alerting systems. The final step involves deploying the model
for phishing website detection.

Result Analysis

Infrastructure for the model development includes:

The Integrated Development Environment (IDE): Python

The memory: 15.3 GB

Storage: 120 GB

Libraries Used: Scipy, Scikit-Learn, Matplotlib, Seaborn,
Pandas, Numpy

Dataset demography

Model training was executed on a balanced dataset of 5,000
legitimate and 5,000 phishing instances, which enhances
training effectiveness.

Model
Recurrent Neural Network (RNNs) was used for as the model
for the research

Performance metrics analysis of a phishing website
recognition model
A Recurrent Neural Network (RNNs) Model was developed with
a focus on ability to efficiently differentiate between legitimate
and phishing websites using both structural and textual
features. Themodel is implemented using TensorFlow/Keras
and trained end-to-end on a labeledlegitimate and phishing
datasets as illustrated in Table 2 and Figure 7.

Result

Figure 7. Model performance result.

Interpretation of results
The interpretation of results indicates a critical analysis of the
model  performance  beyond  numerical  metric  values, while 
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phishing detection system is robust, reliable and effective for
phishing website detection. The combination of textual analysis
and URLs structure provides superior performance compared
to single feature model.

evaluation metrics like accuracy, precision, recall, and F1-Score
offer a qualitative measure of predictive performance, as
illustrated in the table and figure.

Accuracy- 94%

    The model correctly classified 94% of all websites in the test
datasets accurately, which indicates that the model's overall
performance is very strong and has better generalization
ability.

Precision - 92%

  The precision shows a mature, produxtion ready with the
model, out of all websites predicted as phishing, 92% were
actually phishing. This indicates that the model produces very
few false negatives. High precision is important to avoid
blocking safe websites, legimate sites are rarely misclassified as
phishing.

Recall - 96%

  The model successfully detected 96% of all actual fishing
websites. This implies very few phishing websites escaped
detection. The model is very effective in catching malicious
attacks.

F1-score - 94%

   A value of 94% indicates the model maintains an excellent
balance between detecting phishing attacks and avoiding false
alarms.

Confusion matrix
The model’s classification performance is further assessed by a
confusion matrix. The breakdown of prediction outcomes
facilitates deeper analysis of classification errors as shown in
Figure 8.

Discussion
Recurrent Neural Network (RNNs) features phishing detection
model was evaluated on a phishing and legitimate datasets, the
model also integrates text-based features with structured
URLs to classify websites as phishing or legitimate. The result
indicates that the model capability to accurately detect
phishing sites using sequential and contextual patterns from
URL, code and textual features. It balances between high
precision and recall which makes it an effective AI-driven
cybersecurity defense system.

Conclusion
The  experimental  result  indicates  that proposed RNNs based  

Limitations

Dependence datasets
The RNNs model performance relies heavily on the
characteristics of the training datasets. If the model is deployed
on websites with different structures, languages phishing
detection patterns might be reduced and can lead to
misclassification.

URL Feature Limitations 
The URL based features in the model developed might fail to
detect higher phishing threats that use short URLs or domain
spoofing techniques.

Future Work
Phishing websites commonly employ deceptive text and
fake login prompts, which make it necessary for the
framework to differentiate between malicious and real
websites.

Embedding multi-modal features, like URLs, email headers
and network traffic, can improve the framework's ability to
recognize phishing comprehensively.
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